








[image: ]







Tender – Insurance Specification for Mid & East Antrim Borough Council

Renewal Date – 1st April 2023






























[bookmark: _Toc29372689]Insurance Specification 

The insurances are renewable on 1st April 2023

The tender is to be returned by Noon on 10th February 2023 in accordance with the Instructions to Tenderers.

Tenders received after this time will NOT be considered.

Tenders may only be submitted to janine.graham@ablinsurance.co.uk 
 

Tenders submitted by post or fax will be rejected.

You may cost any or all of the lots listed.

Costs are to be submitted on the Cost Schedule and confirmation must be provided that the costs meet the specification, and are net of Insurance Premium Tax and all commission.


ABLGROUP
Insurance Brokers & Risk Advisors

A copy of your quotation and policy wording must be included within your tender return
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Council Profile

	Name of Council
	Mid & East Antrim Council

	Correspondence Address
	The Braid, Ballymena

	Business Description
	Local Authority, Property Owners & Occupiers

	Web-site Address
	www.midandeastantrim.gov.uk

	VAT Status
	Registered

	PAYE Employer Reference Number
	120/HB06128




Mid and East Antrim Council is responsible for a wide range of facilities and services within the Community (see the list below). The Council owns and maintains a land mass of around 564 hectares (estimated), and also maintains roundabouts and planting (grounds maintenance such as strimming and plant displays on traffic islands). Included are all Council properties, sports and playing fields, parks, civic buildings, community centre’s and playgrounds. Planning and some local Car Parks moved over from DRD to Council from 1st April 2015
The Council has a total compliment of around 594 permanent employees plus some 140 casual and temporary staff. It has become increasingly involved in partnerships such as the Policing & Community Safety Partnerships.
Council have a four year capital plan which currently includes 74 projects and includes the full lifecycle of the project, from inception, design, procurement, construction and commissioning. Each year the capital projects and associated budget is approved by Elected Members.
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Council Facilities & services including but not limited to:

Animal Welfare Building Control Business Support Capital Development
Community Development & Good Relations Community Planning
Community Safety
Car Parks
Economic Development & Job Creation Employment, Skills & Training Environmental Health
Environmental Improvement Events & Festivals
Grounds Maintenance & Cemeteries Health Promotion
Heritage & Museums
Leisure Services Licensing & Street Trading 
Land Ownership
Off-Street Car Parking
Parks Development & Management Planning
Play Areas
Public Conveniences Public Event Safety Refuse Collection
Registration of Births, Deaths & Marriages Regulation of Houses of Multiple Occupation Rural Development
Sports Development Street Cleansing Tourism, Arts & Culture
Urban & Physical Regeneration Waste Management

General Risk Information

	Employers & Public/Products Liability
	

	
	

	Health & Safety
	

	
	

	Appointed Health & Safety Officer / Risk Manager & Officer - Name
	Diane Irwin (Manager)

	
Does your Health & Safety Management System include the following documentation:

	Health & Safety Policy & Statement
	Yes

	Risk Assessments
	Yes

	Individual Staff Induction & Ongoing Training Records
	Yes

	Issue of Personal Protective Equipment
	Yes

	Contractors Insurance Checking System
	Yes

	Business Continuity / Disaster Recover Plan
	Yes

	Are these Documents regularly reviewed & updated
	Yes

	
Claims Defensibility 

	Are investigations conducted by Council Management immediately when an incident is notified
	Yes

	Are Witness Statements & Photographs of the incident locus taken 
	Yes

	Are these procedures undertaken for known ‘near misses’ to mitigate likelihood of re-occurrence
	Yes
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Insurance pricing and cover for the insurance programmes of Mid & East Antrim Borough Council are being sought, with a renewal date of 1st April 2023.

ABL Group is the holding broker for these risks 

Mid & East Antrim Borough Council and ABL Group will together undertake an evaluation of each quotation received.  Pricing will be important in this exercise, but we are also looking for differentiation and cutting edge capability to assist Mid & East Antrim Borough Council in their selection process. 

Therefore, when putting forward your terms, please also include comments with regards to the following:-

Payment Options
Please provide details of payment options via Interest Free instalments

Claims Handling Procedures
Claims are required on a direct deal basis.  Please therefore provide full details on the procedures in place for this.

Long Term Agreements
Agreement/Undertaking wordings being proposed including the operation of any such Agreement/Undertaking or rate stability agreements

Rebate Clauses
Mid & East Antrim Borough Council will accept and review offers of Low Claims Rebate clauses.  These should be detailed in full as to how they would operate, when any rebate would be paid and the methodology for payment.

Risk Management Support
Mid & East Antrim Borough Council welcome any offers or proposals in relation to monetary contribution to assist them with risk management & bursary - services to be agreed and delivered during the period 01/04/2023 – 31/03/2024. The work to be completed by ABL staff – CV’s available upon request.

This support should not be conditional on any aspect of the insurance requirement and should be quoted as an independent item in the quotation response.

Insurer Services
Please can you provide details of any other services or facilities that you are able to offer as part of your insurance proposal, which will give added value and prove beneficial for Mid & East Antrim Borough Council 


Brokerage
On quotation, please confirm rate of brokerage.   

Agreed Policy Wording
On quotation, please identify the title, reference and version number of your proposed wording and provide a full specimen policy wording including schedule page(s) or a web address from which they can be obtained and hyperlink to the specified document(s).

Choice of Law and Jurisdiction
On quotation, please identify proposed choice for each.

Limits
All limits, including inner limits, are expressed as the minimum limits required, if your standard policy offers higher limits then those will supersede and replace the limits shown herein.

Taxes Payable by Insured and Administered by Insurers
Where applicable, any taxes payable, including Insurance Premium Tax (IPT) and Value Added Tax (VAT), to be shown on your quotation.

Payment Terms
The agreed standard terms of credit set out in the Terms of Business Agreement or Terms of Trade Agreement in force with ABL at the time of acceptance of this risk will apply to your quotation. Any alteration to payment terms must be specified on your quotations.

Recording/Transmitting and Storing Information
Where the broker maintains risk and claim data / information / documents the broker may hold such data / information / documents electronically.

Co-Insurance
In a co-insurance placement following (re) insurers may, but are not obliged to, follow the premium charged by the lead (re) insurer.

(Re) insurers may not seek to guarantee for themselves terms as favourable as those which others subsequently achieve during the placement. 

Basis of Agreement to Contract Changes 
If a risk is to be co-insured the Insurers agree to delegate authority to the Lead Insurer to agree policy wording, all amendments, alterations, special agreements, endorsements, deletions, additions, attachments, schedules, extensions and additional or return premiums, unless otherwise specified.
Document Production
Evidence of Cover to be an Insurance Policy produced and authorised by Insurers and provided to Willis within 20 calendar days of the date this contract is entered into unless ABL is authorised by insurers or their agents to produce the policy on their behalf.

Liability policies 
Claims investigation costs – ABL require to instruct ABL loss management executives to carry our accident investigations for both Employers and Public/Products liability claims subject to agreed terms and conditions.

Important Notes
	1.
	The information contained in this presentation is to be used solely for the purpose of providing quotations to ABL.  It must not be used for any other purpose, reproduced, wholly or in part, or disclosed to any person outside of your company without the prior written consent of ABL.

	2.
	Any risk information detailed in this presentation is as at the date of this submission and as provided by our client for the purposes of illustrating the nature of the risk and for seeking a quote.  The information contains brief commentary on matters of a technical nature such as the construction of the relevant property.  Our client is not a qualified risk surveyor and so the commentary must be considered in this light.  Insurers should therefore seek their own verification of the information provided.

	3.
	The currency of all premiums, sums insured and limits displaying a £ symbol is GBP.

	4.    
	Insurers are required to highlight any terms of the policy which put the insured in a worse position than it would be under the general law.
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Cover Requirements


1. The cover provision requirement is in respect of those risks that the stated Council is contractually bound or currently opts to insure as detailed herewith.


2. The Basis of Indicative Insurance Costs forming part of the quantitative element of this tender is as provided within this Risk Profile, Policy Wordings & Schedules and supporting Appendices.


3. The scope of cover afforded to be at least the same level provided by:

· the existing arrangements – refer to copy current policy wordings & schedules, noting the policy form references where appropriate.

· incorporating the required updates as detailed within this Risk Profile which should take precedence.


4. Any additional cover enhancements or benefits should be outlined within the tender response.


5. Requests for any additional details for indicative insurance costs purposes should be made by way of process as outlined within the Tenderers Clarifications Section of the Conditions of Tender document.


6. Refer to the Schedule of Existing Insurances for confirmation of those policies that do not form part of the Indicative Insurance Costs requirement.


7. Required updates and changes to the basis and scope of cover will be notified for the subsequent renewal quotation process and at any stage thereafter in advance of cover placement, 1st April 2023. 





















List of lots

lot 1 :         Combined Liability
lot 2 :         Motor Fleet  
lot 3 :         Crime
lot 4 :         Commercial Legal Expenses
lot 5 :         Commercial Legal Expenses (Councillors' Code)
lot 6 :         Cyber Liability
lot 7 :         Engineering Combined
lot 8  :        Marine Hull & Liability


Please Note the following:-


Note 1
Please note that you can quote for any or all of the lots listed in the specification.

Note 2
The following Specification is the minimum that will be accepted by Council.

No additional Exclusions, Conditions or Warranties will be accepted except those already specified.  You are asked to confirm this in the Cost Schedule part of the tender.

The criteria and scoring details of the specification are contained in the “Instructions to Tenderers”

Note 3
All successful insurers would be required to produce claims information to Council the throughout the duration of the contract and any subsequent run – off experience.
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COMBINED LIABILITY (EMPLOYERS &  PUBLIC/PRODUCTS LIABILITY)

COVER
Employers Liability – Indemnity against legal liability for damages in respect of injury of any person
employed caused during the period of Insurance and arising out of and in the course of employment
by the policyholder in connection with the business.

Public Liability – Indemnity against legal liability for damages in respect of accidental injury of any person, accidental loss of or damage to Property, nuisance trespass to land/goods, wrongful arrest or false imprisonment happening during the period of insurance in connection with the business.

Products Liability – Indemnity against legal liability for bodily injury to persons or loss of or damage to property caused by defects in goods sold, supplied, erected, installed, repaired, treated, manufactured and/or tested by the insured.

Property Owners Liability – In respect of ALL properties owned/leased and land owned/leased by the insured

Limits of Indemnity

Employers Liability
	Limit of Indemnity
	£10,000,000

	Terrorism
	£5,000,000



Public/Products Liability
	Limit of Indemnity
	£10,000,000 (in the aggregate in respect of Products Liability)

	
	

	
	

	Deductible
	£10,000 each and every claim (Employers/Public/Products Liability) subject Aggregate limit of £350,000 in the Period of Insurance

	
	

	



TERRITORIAL LIMITS:			Great Britain, Northern Ireland, Channel Islands, Isle of Man and
			Republic of Ireland including temporary work abroad.




2023/2023 Projections
	
Wageroll 

	
Current
Projection 2023/2024 
	
Employee Numbers

	
Clerical/
Managerial

	
£ 19,293,057
	

	
All other manual
	
£ 4,823,264
	

	
Totals

	
£ 24,116,321
	
529



PRINCIPAL EXTENSIONS:			- Private work for directors and senior officials
- Indemnity to Principals
- Voluntary workers, Persons on temporary hire or loan & Persons 
   engaged in work experience, training, study exchange or similar 
   schemes
- First aid and medical facilities
- Data Protection Act
- Cross Liabilities
- Corporate Manslaughter
- Canteen sports and social activities
- Compensation for Court Attendance
- Labour only sub-contractors
- Labour masters or persons supplied by them
- Health & Safety Legislation
			- Unsatisfied Court Judgments
		   - Defective design formula specification and advice (other than
		      given solely for a fee)
- Food Safety Act
- Hired or Rented Premises
- Wrongful Arrest
- Use of any vehicle as a tool of trade and loading/unloading
- Sale of Goods
- Motor Contingent Liability
- Overseas Personal Liability
- Defective Premises Act
- Accidental obstruction, loss of amenities, trespass or nuisance
- Directors employees and visitors personal effects
- Car Park Liability
- Member to Member Liability
- Republic of Ireland Jurisdiction
- Tool of Trade
       - Sudden & Unforeseen Pollution, including Bartoline clean-up
         costs.
- Allegation of Nuisance & Interference with Rights to Light, Air, Water of Way.
- Wide description of Business activity to include all work 
associated with statutory requirements eliminating the opportunity for additional premium being charged
- Understanding of Business to include additional responsibilities & powers associated with newly acquired services from Central Government of Agencies. 
		   - Use of Premises by clubs, groups and organisations

Various Annual Events to be included without charge.

ENDORSEMENTS:		 - Extended to provide indemnity to Mid and East Antrim Policing 
	       and Community Safety Partnership - £10,000,000 (Employers & 
		  Public/Products Liability £10,000,000 limit of indemnity)

		- Pollution and Contamination - £10,000,000 in the aggregate

		- Additional Pollution clean-up Costs - £1,000,000 any one claim

		- Libel and Slander - £1,000,000 each & every claim
		
		- Employment Related Accident Benefits – Death & Capitals:
		  £10,000

		- Crisis Containment - £100,000 in the aggregate

		- Legal Defence Costs - £250,000 in the aggregate


Council Activities	A range of facilities and services under local government reform including but not limited to the provision of the following services 
· Street Cleaning
· Refuse Cleaning/Sites
· Public Conveniences
· Parks & Cemeteries
· Registration of Births, Deaths & Marriages
· Environmental Health under Public Health Acts
· Building Control under Building Control Regulations
· Leisure Services – Sports/Play areas
· War Memorials
· Re-homing of Dogs
· Braid Art Centre
· Tourism, incl Walking Tours
· Events – examples include but not restricted to: Garden parties, Shows, charity cycles, events on council land ie funfairs, bone fires, bouncy castles
· Community Services
· Recycling
· Sports Development 
· Planning 
· Community Planning
· Urban Regeneration and Community Development
· Off Street Parking
· Local Economic Development
· Car Parks 
· Local Water Recreational Activities
· Policing and Community Safety Partnership
· Adaptive Cycle Scheme
· Parklets
· Skate Parks including People’s Park Skate Park, Doury Road, Ballymena, BT43 6JA & Carrickfergus Skate Park, BT38 7HP
· Front wall of Carrickfergus Library as a green/living wall 


Claims Experience compiled to 30/09/2022
TOTALS
	Year
	Number
	Payment
	Outstanding
	Total

	2017/2018
	58
	£330,000.46
	£27,251.00
	£357,251.46

	2018/2019
	50
	£166,926.37
	£65,611.00
	£232,537.37

	2019/2020
	37
	£109,315.30
	£79,806.00
	£189,121.30

	2020/2021
	25
	£65,253.67
	£59,913.00
	£125,166.67

	2021/2022
	20
	£684.00
	£280,275.00
	£280,959.00

	2022/2023 YTD
	11
	£360.00
	£97,882.00
	£98,242.00

	TOTAL
	201
	£672,539.80
	£610,738.00
	£1,283,277.80












Employers’ Liability 

	Year
	Number
	Payment
	Outstanding
	Total

	2017/2018
	22
	£105,198.19
	£0.00
	£105,198.19

	2018/2019
	13
	£97,686.20
	£0.00
	£97,686.20

	2019/2020
	6
	£6,984.60
	£11,800.00
	£18,784.60

	2020/2021
	3
	£5,408.60
	£38,300.00
	£43,708.60

	2021/2022
	4
	£0.00
	£96,990.00
	£96,990.00

	2022/2023 YTD
	1
	£0.00
	£5,000.00
	£5,000.00

	Total
	49
	£215,277.59
	£152,090.00
	£367,367.59



Public /Products Liability 

	Year
	Number
	Payment
	Outstanding
	Total

	2017/2018
	36
	£224,802.27
	£27,251.00
	£252,053.27

	2018/2019
	37
	£69,240.17
	£65,611.00
	£134,851.17

	2019/2020
	31
	£102,330.70
	£68,006.00
	£170,336.70

	2020/2021
	22
	£59,845.07
	£21,613.00
	£81,458.07

	2021/2022
	16
	£684.00
	£183,285.00
	£183,969.00

	2022/2023 YTD
	10
	£360.00
	£92,882.00
	£93,242.00

	Total
	152
	£457,262.21
	£458,648.00
	£915,910.21



























LOT 2: 				MOTOR FLEET 

	COVER:
	Comprehensive 
Trailers – Attached/Detached


	VEHICLES:
	Any Motor Vehicle the property of the Policyholder and registered in their name or hired, lent, or leased to the Policyholder.

Excluded vehicles the property of employees of the Policyholder or hired or lent to such employees (other than Occasional Business Use)


	DRIVING: 
	Any person who is driving on the Policyholder’s order or with their permission providing that the person driving holds a license to drive such a vehicle and is not disqualified from holding or obtaining such a license. 


	USE:
	Social, domestic and pleasure purposes and in connection with the Policyholders Business.


	DECLARATION:
	Annual – Pro rata basis


	EXCESS:
	£250 - Accidental Damage, Fire & Theft 
£50 – Windscreen 
£1,500 – Tipping
No Young/inexperienced driver excesses apply. 
Driving may include “R” drivers, Lease drivers


	SCHEDULE OF VEHICLES:
	See full schedules in appendices.


	MOTOR INSURANCE DATEBASE (MID):
	Client responsibility to update.



	LIMIT OF INDEMNITY: 
	Third Party Injury – Unlimited
TPPD – Private Cars - £20,000,000
TPPD – All Other Property - £5,000,000
Own Damage – Max any one loss any one location - £3,000,000
Third Party Property Damage hazardous goods £1,000,000 limit of liability


	TERRITORIAL LIMITS: 
	To include Great Britain, Northern Ireland, Channel Islands, Isle of Man, Republic of Ireland, and minimum indemnity necessary to comply with the laws of relating to the compulsory insurance of motor in any other member country of the European Union.





PRINCIPAL EXTENSIONS:	

- Comprehensive attached and detached trailer cover applies, whether declared in schedule or not.

- Includes Occasional Business Use

- Audio visual communication and guidance equipment £1,000 for any one loss

- Replacement of private cars/ good carrying vehicles up to 3.5T in 1st 6 months of purchase/  
  manufacture where lost by theft or damaged beyond 60% of manufactures RRP incl taxes at time of 
  loss.

- Replacement locks £500 any one occurrence

- Recovery and redelivery

- Indemnity to Principals Clause

- Blanket Certificates

- Unauthorised movement of third-party vehicles

- Contingent liability where vehicle not insured property and not provided by council is used in connection with Council business by person in the council employ

- Cross Liability Clause

- Personal injury to driver £2,500 each person injured

- Medical expenses £250 each person injured

- Personal Belongings £250 any one claim

- Right of Recovery


Information to tenderers:

CLAIMS EXPERIENCE 2022-23
[image: ]







CLAIMS EXPERIENCE 2018-22
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Schedule of Vehicles – 2023: - vehicle composition:

	[bookmark: _Hlk90898196]Vehicle Type
	Vehicle Numbers

	17 T + Vehicles 
	32

	7.5 T + Vehicles 
	14

	3 T + Vehicles (inc vans > 3T)
	45

	Trailers
	49

	Special Types (Mowers/Plant/Sweepers,Quad)
	86

	Vans ( < 3T)
	37

	Private Cars
	12

	Total
	275



	Additional Details
	 

	Do you carry passengers in the rear of any commercial vehicle?   
	YES (14 x vans with rear seats & 2 x Renault Master mini buses)

	If “YES”, are the passengers carried in a vehicle fitted with forward facing seats and properly fitted seatbelts?
	YES 



































LOT 3: CRIME

COVER: 	Any loss sustained as a direct result of a crime first discovered in the policy period or discovery period


LIMIT OF INDEMNITY:             £1,000,000 each crime 


EXTENSIONS:                         £250,000 - Commercial Disruption in excess of 48 hours up to 90 days
	                          £250,000 - Contractual Penalties 
	                          £25,000 - Court Compensation Costs 	
	                          £250,000 - Identity Fraud Expenses
	                          £250,000 - Mitigation Costs 	
	                          £250,000 - Malicious Data Damage 	
	                          £25,000 – Public Relations Consultancy Fees 	
	                          £250,000 - Public Utilities Fraud  	
	                          £250,000 - Telecommunications Fraud  	
	                          all being part of the limit of indemnity
	     
	    Expenses £250,000 in addition to limit of indemnity

EXCESS:		   £25,000 each crime

	             
CONDITIONS:                       Discovery Period – 90 days after policy has expired
	                       Territorial Limits – Worldwide
	                       No retro active date

UNDERWRITING INFO:        Attached is Crime Proposal form dated 15 December 2022
	
	

	



Crime Insurance /  Q5 – Responses:  

5         (a)       Yes, Council has a Fraud Policy
           (b)       (i)        No – Council require written references from two referees but there is no stipulation that these references need to cover the preceding three years.  Council requirements are detailed below for reference: 
‘Please give the contact details of two persons not related to you, willing to act as a referee. The first referee should be your current/most recent employer and be in a direct supervisory/managerial capacity.  The second reference, where possible, should be a previous employer. References will only be sought as part of the preemployment check after the final interview.

                      (ii)       Not applicable – we require all references to be written

(iii)      No – Council do not stipulate a requirement to take two weeks uninterrupted leave each year.  Leave is granted to staff upon request based on operational requirements and the carryover of leave at the end of each leave year is managed to ensure that only in very exceptional circumstances leave in excess of 9 days is carried over.  Excess carry over of leave beyond the standard allowable 9 days is approved by the Senior Management Team and Council.

            (c)       No although Council would use multiple recruitment agencies to fill vacancies. 

CLAIMS EXPERIENCE as at 29/09/2022:-

          
  

LOT 4: COMMERCIAL LEGAL EXPENSES


	Basis of Premium:
	

	
	

	Payroll Estimate:
	£24,116,321

	
	

	Limit of Indemnity:
	£250,000 per claim

Employment Disputes Compensation Awards - £1,000,000 aggregate limit



Policy provides cover for:
· Employment							Compliance & Regulation
· Employment Compensation Awards				Statutory Licence Appeals
· Restrictive Covenants Disputes & Awards Legal Advice	Loss of Earnings
· Tax Disputes				                                 Executive Suite, Crisis Communication
· Legal Defence, 
· Persons Injury 
· Business Assistance
· Counselling Tax Advice

Policy benefits to include but not limited to:
· Online Access to additional services
· Helplines
· Employment Manual

To include Transfer of Undertakings (Tupe) from legacy Councils to M&EA Council

Includes definitions/cover:
insured person 
(a) You and the directors, partners, managers, employees and any other individuals declared to us by you.
(b) A person contracted to work for you who is in other respects insured by you on the same basis as your employees, and performs work under your supervision and direction.

	1 Employment 
A dispute between you and your employee, ex-employee, or a prospective employee, arising from a breach or an alleged breach of their 
a) contract of service with you 
b) related legal rights. 
You can claim under the policy as soon as internal procedures as set out in the 
a) ACAS Code of Practice for Disciplinary and Grievance Procedures or 
b) Labour Relations Agency Code of Practice on Disciplinary and Grievance Procedures in Northern Ireland 
have been or ought to have been concluded. 
	What is not covered under Insured event 1 
Any claim arising from or relating to: 
1) the pursuit of an action by you other than an appeal against the decision of a court or tribunal 
2) actual or alleged redundancy that is notified to employees within 180 days of the start of this policy, except where you have had equivalent cover in force up until the start of this policy 
3) costs you incur to prepare for an internal disciplinary hearing, grievance or appeal 









Claims Experience:-
2021-2022(as at 30/09/2022)
	Name of Insured
	Type of claim
	Inception Date
	Claim Date
	Reported Date
	Status
	Paid
	Outstanding Reserve
	Total

	Mid and East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2021
	03 Jun 2021
	23 Jun 2021
	CLOSED
	£1,152.00
	£0.00
	£1,152.00

	Mid and East Antrim Borough Council
	Interview under Caution
	01 Apr 2021
	09 Dec 2021
	13 Dec 2021
	OPEN
	£0.00
	£9,351.00
	£9,351.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2021
	28 Dec 2021
	13 Jan 2022
	OPEN
	£0.00
	£16,100.00
	£16,100.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2021
	01 Dec 2021
	18 Jan 2022
	OPEN
	£0.00
	£118,500.00
	£118,500.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2021
	01 Feb 2022
	1 Mar 2022
	CLOSED
	£126.00
	£0.00
	£126.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2022
	01 May 2022
	24 May 2022
	OPEN
	£0.00
	£10,000.00
	£10,000.00




2022/2023 (as at 29/12/2022)
	Name of Insured
	Type of claim
	Inception Date
	Claim Date
	Reported Date
	Status
	Paid
	Outstanding Reserve
	Total

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2022
	01 Jan 2022
	1 Apr 2022
	CLOSED
	£1,170.00
	£0.00
	£1,170.00

	Mid and East Antrim Borough Council
	Interview under Caution
	01 Apr 2022
	20 Oct 2021
	21 Jun 2022
	CLOSED
	£0.00
	£0.00
	£0.00

	Mid and East Antrim Borough Council
	Interview under Caution
	01 Apr 2022
	02 Sep 2021
	21 Jun 2022
	CLOSED
	£0.00
	£0.00
	£0.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2022
	01 Sep 2022
	16 Sep 2022
	OPEN
	£0.00
	£7,361.00
	£7,361.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2022
	01 Sep 2022
	21 Sep 2022
	OPEN
	£0.00
	£4,641.00
	£4,641.00

	Mid & East Antrim Borough Council
	Respondent Employment Tribunal
	01 Apr 2022
	01 Sep 2022
	21 Sep 2022
	OPEN
	£0.00
	£4,641.00
	£4,641.00

	Mid and East Antrim Borough Council (Cllr McDermott)
	Respondent Employment Tribunal
	01 Apr 2022
	01 Oct 2022
	1 Nov 2022
	INVESTIGATING
	£0.00
	£0.00
	£0.00



2017-2021 Run off
	Incident Date
	Claim Reference
	Status
	Insured
	EOC Description
	Payments
	Estimate

	 
	 
	 
	 
	 
	 
	 

	11/01/21
	22/0488652
	O
	Mid And East Antrim Borough Council
	Employment Disputes/ Awards
	0.00
	16,080.00

	05/02/18
	20/0082225
	O
	Mid East Antrim Borough Council
	Employment Disputes/ Awards
	0.00
	6,000.00

	05/02/18
	20/0304883
	O
	Mid East Antrim Borough Council
	Employment Disputes/ Awards
	0.00
	6,457.00

	17/01/18
	18/0735165
	C
	Mid And East Antrim Borough Council
	Employment Disputes/ Awards
	16,250.10
	0.00

	01/08/17
	18/0738267
	C
	Mid East Antrim Borough Council
	Employment Disputes/ Awards
	10,279.10
	0.00

	01/06/16
	21/0140053
	C
	Mid & East Antrim Borough Council
	Employment Disputes/ Awards
	2,187.00
	0.00

	22/03/16
	16/2063793
	C
	Mid And East Antrim Borough Council
	Employment Disputes/ Awards
	950.40
	0.00

	23/02/16
	16/0459406
	C
	Mid And East Antrim Borough Council
	Employment Disputes/ Awards
	1,796.00
	0.00

	23/02/16
	16/1611728
	C
	Mid And East Antrim Borough Council
	Employment Disputes/ Awards
	6,420.40
	0.00

	13/01/16
	16/0114877
	C
	Mid And East Antrim Borough Council
	Employment Disputes/ Awards
	603.00
	0.00

	01/04/15
	20/0304822
	D
	Mid East Antrim Borough Council
	Employment Disputes/ Awards
	0.00
	0.00

	00/00/00
	20/0265977
	C
	Mid East Antrim Borough Council
	 
	0.00
	0.00

	00/00/00
	22/0488385
	C
	Mid And East Antrim Borough Council
	 
	0.00
	0.00





[bookmark: _Hlk90898096]LOT 5: COMMERCIAL LEGAL EXPENSES (COUNCILLORS)

	Limit of Liability:
	£50,000 each and every claim

	
	

	Insured Persons: 
	Councillors (Number of Councillors 2023 -   40)



Insured Incidents - Insurers will represent the insured and negotiate for their legal rights throughout an investigation conducted by a local commissioner under part IX sections 55 and 56 of the local government act ( Northern Ireland) 2014

Policy provides cover for:
· Local Government Act Legal Defence, Euro Law & Group Assistance Services 
· Legal Protection in respect of Employment Disputes and Awards, Legal Defence, Property Protection & Bodily Injury.
· Covers councillors code of conduct – elected members for legal advice and representation at formal hearing in respect of personal conduct of the councillor

Legal protection for councillors 

Insured person is any elected appointed or co-opted member of the policyholder

90 day period does not apply.


Claims Experience as at 29/09/2022:-


[bookmark: _MON_1734251194] 
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LOT 6: CYBER LIABILITY

Insurance Covers:

Data Protection -Insurer will pay on behalf any company all defence costs incurred by company in connection with the regulatory investigation and data protection fines that the company is legally liable to pay in respect of a regulatory investigation and any loss arising out of PCI – DSS Assessment (Payment Card association)

Cyber liability  - insurer will pay to or on behalf of each insured, loss resulting from a claim first made during the policy period for any: 

-Actual or alleged breach of confidential information by an insured or information holder

-Actual or alleged security failure

-Actual or alleged failure by a company to notify a data subject and or any regulator of an unauthorised disclosure or transmission of personal information for which the company is responsible in accordance with requirements of any data protection legislation

Cyber extortion – insurer will pay to or on behalf of company all loss that an insured incurs solely as a result of an extortion threat 

Limit of Indemnity:

Limit £500,000 in aggregate 

Operative section of cover – 

1. Security and Privacy Liability

2. Event Management 

3. First Response Cover

4. Cyber Extortion

5. Loss Prevention Services

6. Criminal Reward Fund £25,000

7. Telephone Hacking £50,000

8. Ransomware sublimit £ 250,000 



Policy Terms & Conditions:

Deductibles 	Data Protection & Cyber Liability 	£50,000
	Event Management 			£50,000
	Cyber Extortion				£50,000
	Telephone Hacking			£5,000

First response - 48 hour limit sub limit/ nil waiting period 

Continuity date 1.4.2015

Endorsement 

Ransomware Event Sublimit and Coinsurance endorsement – Limit £250,000/Coinsurance 50%

Territory Restriction Endorsement – Belarus and Russia

Claims made policy

Defence costs which insured incurs with prior written consent of insurers. Does not include remuneration of any insured third party service provider of information holder or their overheads


Completed Proposal Form:	 Attached dated 14th December 2022

		

Underwriting Information / Ransomware Questionnaire








Claims Experience as at 06/10/2022






Refer above
2020/21 Email Breach Multimedia closed at nil














LOT 7: Engineering Combined


	Machinery Damage
	

	Cover:
	Sudden & Unforeseen Damage

	All Property owned by or leased to the Policyholder Limit:
	£500,000 any one accident

	On Surrounding Property Damage:
	£2,000,000

	Situation:
	All/Any Premises owned, occupied or utilized by the policyholder anywhere in the UK and/or ROI

	Based on total new replacement value of:
	£2,088,500

	Loss of contents extension

	£2,000 includes loss of contents of storage vessels

	Business Interruption: 
	

	Loss of Gross Revenue:
	£1,800,000

	Indemnity Period:
	6 Months

	Insured Events:
	Sudden & Unforeseen Damage (including Failure of Utilities, Electricity, Water, Gas)

	
	

	Contract Works: 
	

	Contract Limit: 
	£190,000 any one contract (annual works £270k)

	Max Contract Period:
	12 Months

	Maintenance Period:
	12 Months

	
	

	Owned Contractors Plant:
	

	Sum Insured:
	£124,500 limit any one accident

	Total Value of Owned Contractors Plant:
	£124,500

	
	

	Hired in Contractors Plant:
	

	Sum Insured:
	£500,000 any one accident

	Annual Hiring Fees:
	£60,000

	
	

	The definition of Owned and Hired in Contractors Plant is extended to include Mechanical electrical or manually powered items of plant and machinery, scaffolding, ladders, barriers, staging, floodlighting and similar equipment, site huts, cabins or similar temporary buildings (excluding contents), portaloos, tables & chairs, PA Systems, Marquees and surveillance equipment for which the insured is responsible.


	Machinery Movement:
	

	Sum Insured: 
	£500,000 any one accident

	Annual fees 
	£500,000

	Covers: 

Operations
	All machinery and plant including office equipment and furniture
Dismantling, Loading, Unloading, Transit, Erection, Re-Sitting 

	

	

	Computer:
	

	Static Equipment Sum Insured:
	£671,000

	Portable Equipment Sum Insured: 
	£111,000

	Additional Expenditure:
	£50,000 (12 months indemnity Period)

	
	

	
	

	
Deductibles:

	

	Sudden & Unforeseen Damage:
	£250 each and every loss

	Business Interruption:
	1 day time exclusion

	Own Plant:
	£500 each and every loss

	Hired in Plant: 
	£500 each and every loss

	Machinery Movement:
	£1,000 each and every loss

	Contract Works:
	£1,000 each and every loss

	Computer:
	£250 each and every loss




Claims Experience:
Claims free since 2018 as at 20/12/2022






















[bookmark: _Hlk90897500]
LOT 8: MARINE HULL & LIABILITY


COVER: Marine liability - as detailed herein

               Hull cover – Physical loss or damage to own vessels in respect of all risks Territorial
                                   waters inland and coastal water of British Isles

              
Insured Locations: 

Ballymena Area – Portglenone Marina and Newferry Marina, Carrickfergus Harbour and Marina
Larne Area: Carnlough Harbour and Slipway, Ballylumford Harbour and Slipway, Glenarm Marina, 
Carnfunnock Slipway, Portmuck Slipway and Ballygally Slipway


Additional Locations information:-                  
Carnlough- Slipway, Lighting and dredging.  (Small harbour for leisure vessels – no berthing fees – any dredging to be done by Third Party with appropriate insurances in place) 
Ballylumford –Dredging and Slipway (Small harbour for local small fishing vessels – no berthing fees – any dredging to be done by Third Party with appropriate insurances in place)
Glenarm- Lighting, Dredging and Marina (60 boats max), Pontoons – (Berthing fees collected.  Any dredging to be done by Third Party with appropriate insurances in place)
Carnfunnock, Portmuck and Ballygally –Slipways

Policy Limit - £5,000,000 any one event


THIRD PARTY LIABILITY
Covers:

Liability for damages in respect of 
a) Accidental property damage and/or bodily injury to any person
b) Pollution caused by sudden, unintended incident

Legal Costs

Removal of Wreck


Geographical limits – the British Isles 
Including Insured Activities undertaken outside the British Isles provided this does not exceed 21 days in duration 

	
Marine Liability

	
Section Limit £2,000,000 amended to £5,000,000 in respect of Larne Area


	Sublimits
	

	
Removal of Wreck

	
Section Limit £2,000,000 amended to £5,000,000 in respect of Larne Area


	
Contingent Motor Liability

	
£1,000,000

	
Products supplied in aggregate

	
Section Limit £2,000,000 in the aggregate  amended to £5,000,000 in the aggregate in respect of Larne Area


	
Pollution in aggregate

	
Section Limit £2,000,000 in the aggregate  amended to £5,000,000 in the aggregate in respect of Larne Area






PRINCIPAL EXTENSIONS:		
· Removal of debris £100,000	

EXCESS:                   £2,500 each and every loss amended to £750 in respect of Larne Area


ENDORSEMENTS:		 
MT1100 – Insured Activities 
The following are added to the Insured Activities shown as covered in the Schedule: 
Marina operator, Local authority including public guardians and/or owners of marine property, harbour approaches, entrances, fairways, waterways, berths, wharves, quays, slipways, jetties, pontoons and piers.



INSURED PROPERTY
Damage to Insured property

Cover:	Section Limit £2,029,550

[bookmark: _Hlk122353712]Marina Installations:	Pontoons – Portglenone Marina - £150,000
	(third party boat tours operate from this location, third party operator 
	insurances are checked)
	Pontoons Newferry Marina - £50,000
	Pontoons.Docking Carrickfergus - £1,600,000 
	Pontoon Glenarm Marina £229,550

EXTENSIONS:	Fire fighting expenses £10,000
	Clean Up Costs £10,000
	Additional Marine Installation £100,000
	Documents £25,000


EXCESS:	£1,000       		

VESSELS
Damage to Insured Vessel
Liability/Legal Costs – any person entitled to indemnity/permitted user

Cover:				Section Limit £1,000,000

Vessel:			Cygnus GM19 
£38,672

Navigational Limits:		Inland and coastal waters of the British Isles

EXTENSIONS:
Removal of Wreck:		£1,000,000
Bottom Inspection
Sue and Labour
Removal of Debris

EXCESS:			£100


CLAIMS EXPERIENCE as at 27/09/2022 – Claims free to date
2
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Amet Insurance Solutions Ltd

b Amet
MOTOR FLEET CLAIMS EXPERIENCE

Policyholder - Mid & East Antrim Borough Council Policy Number - AMM*13098
Address - Ardeevin, 80 Galgorm Road Renewal Date - 01 April 2023
Ballymena
Co. Antrim
8142 1A8

Total Number

Excess

EED

[£250 ADFT/£50

The experienceshown i thatof Amet nsurance scltions Ld o'y ith whom contactmay be made f carfcaion s necessary.

Date of last incident reported - 03 November 2022

Date claims experience calculated to

15 November 2022

Authorised Signature

" Issued Date 24 November 2022
Simon Rotherkam
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RSA Northern Ireland Insurance Limited
Artola House

91 - 97 Victoria Street

Belfast, BT1 4PB

Tel. 028 9032 0190

Fax. 028 90327582

Www rsagroupni com

CLAIMS EXPERIENCE

RSAC

MEN0001323/MFN0000765/RSM*1049 RENEWAL DATE 01 April 2022
POLICY HOLDER 'Mid & East Antrim Borough Council DATE OF LAST CLAIM 30 March 2022
ADDRESS ‘The Braid, 1-29 Bridge Street, Ballymena, CLATMS EXPERIENCE 4S AT 31 August 2022
BT43 SEJ
VEH | NO.OF PAD. OUISTANDING
YEAR YEARS | CLAIMS [ AD PAD TP PAID ADOS TPOS TOTAL COVER EXCESS
201819 19500 | 3300 £575376 £40287.79 £000 £000 £66.04155 cove £250 ADFT/£50 WS
201920 2687 | 3400 £1780417 £60.149.00 £000 £38.599.00 £12564217 cove £250 ADFT/£50 WS
202021 27013 | 4200 £35.754.00 £28149.12 £1.20000 £4743.00 £69.851.12 cove £250 ADFT/£50 WS
202122 28967 | 3200 £8,65420 £2052793 £000 £1766.00 £4594322 cove £250 ADFT/£50 WS
202223 NoT RSANT

Signed _Jennifex Cunninghiam. Date 06 October 2022
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Claims Experience AMM13098.pdf


Amet Insurance Solutions Ltd
65-67 Chichester Street, Belfast. BT1 4JD


MOTOR FLEET CLAIMS EXPERIENCE


Policyholder - Policy Number -


Address - Renewal  Date -


Co. Antrim


The experience shown is that of Amet Insurance Solutions Ltd only with whom contact may be made if clarification is necessary.


Date of last incident reported -


Date claims experience calculated to -


Authorised Signature - Issued Date


Mid & East Antrim Borough Council


Ardeevin, 80 Galgorm Road


Ballymena


BT42 1AB


24 November 2022
Simon Rotherham


£0.00With


£0.00


With Amet £0.00


Amet Insurance Solutions Ltd


Registered in Northern Ireland (NI641173). Authorised and Regulated by the Financial Conduct Authority (763348)


T: 028 9692 3949 | W: www.ametinsurance.com | E: info@ametinsurance.com


Cover


COMP


03 November 2022


15 November 2022


£0.00 £7,022.46 £9,207.36 £17,012.32 £250 ADFT/£50 WS


Amet


Apr-22 Apr-23 153.75 9 £782.50


Apr-21 Apr-22 Not Held


Apr-20 Apr-21 Not Held


Apr-19 Apr-20


Paid Claims (£)


ADFTWS Third Party


Insurance Period


Amet


With Amet


From To


Vehicle Years Total Number 


of Claims


Not Held


Apr-18 Apr-19 Not Held


With


AMM*13098


£0.00


Outstanding Claims (£) Total Claims 


(£)


Excess


ADFTWS Third Party


01 April 2023
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Mid & East Antrim Claims Experience 31 08  2022.pdf


RSA Northern Ireland Insurance Limited
Artola House


91 - 97 Victoria Street


Belfast, BT1 4PB


Tel. 028 9032 0190


Fax. 028 90327582


www.rsagroupni.com


POLICY NUMBER MFN0001323/MFN0000765/RSM*1049 RENEWAL  DATE


POLICY HOLDER Mid & East Antrim Borough Council DATE OF LAST CLAIM 30 March 2022


ADDRESS The Braid, 1-29 Bridge Street, Ballymena, CLAIMS EXPERIENCE AS AT


BT43 5EJ


VEH NO. OF


YEAR YEARS CLAIMS AD PAID TP PAID AD O/S TP O/S TOTAL COVER EXCESS


2018-19 195.00 33.00 £25,753.76 £40,287.79 £0.00 £0.00 £66,041.55 COMP £250 ADFT/£50 WS


2019-20 226.87 34.00 £17,894.17 £69,149.00 £0.00 £38,599.00 £125,642.17 COMP £250 ADFT/£50 WS


2020-21 270.13 42.00 £35,754.00 £28,149.12 £1,200.00 £4,748.00 £69,851.12 COMP £250 ADFT/£50 WS


2021-22 289.67 32.00 £8,654.29 £29,527.93 £0.00 £7,766.00 £45,948.22 COMP £250 ADFT/£50 WS


2022-23 NOT RSANI


Signed Date


RSA Northern Ireland Insurance Limited is authorised and regulated by the Financial Conduct Authority (309296). The registered office is Artola House, 91-97 Victoria Street, Belfast, 


BT1 4PB, Northern Ireland and is registered in Northern Ireland under company number NI 39814.


Jennifer Cunningham 06 October 2022


PAID OUTSTANDING


CLAIMS  EXPERIENCE


01 April 2022


31 August 2022



http://www.rsagroupni.com/
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M&EABC - Crime Prop - 2023-12-15-17-17-00.pdf
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Mid & East Antrim  Borough Council - FR17583A.pdf


Mid & East Antrim Borough Council - FR17583A.pdf


Claims Summary as at 29 September 2022


Insured Name Policy No Uw Year Accident Date Claim No Circumstances Claim Status Name Total amount of claim Paid Reserve


MID & EAST ANTRIM DISTRICT CO FR17583A 2020 30/11/2020 2000459 CP02AF12 AN UNKNOWN THIRD PARTY REQUE STED FUNDS PURPORTING TO BE A GENUINE SUPP Closed 0 0 0


Please be aware, this experience does not include claim free years. 
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Group CCE as of 28 09 22.xlsx
Policy Claims





				Claims Enquiry for Policy 6919071 - Mid & East Antrim Borough Council

				Incident Date		Claim Reference		Status		Insured		EOC		EOC Description		Payments		Estimate		Date Input		Litigator



				01/06/18		21/0254501		O		Mid & East Antrim Borough Council		041J		Government Act Legal Defence		0.00		34,300.00		01/03/21		23197
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AIG OSP Supplemental Questionnaire- completed.docx
[bookmark: _Hlk529774926][image: ]

CyberEdge® 

132068 (12/18)	                                                                      Page 1 of 4					© AIG, Inc. All rights reserved.

Outsource Service Provider Supplemental Checklist Questionnaire





This Supplemental Questionnaire is used if the Applicant is seeking increased coverage for business interruptions caused by covered events involving the computer systems of Outsource Service Providers under the Network Interruption Coverage Section. Please see policy wording for definition of Outsource Service Provider, as well as any other terms, conditions, exclusions, or limitations, including exclusions or sub-limits for specific types of service providers.  As used herein, “Applicant” includes the Company applying for CyberEdge® coverage and its subsidiaries.



Full Name of Applicant:  ________Mid and East Antrim Borough Council

__________________________________________________________________



Section 1 

Instructions: Check the box next to each service provider that the Applicant uses under each service category.

(Check all that apply)

Hosting Services 

☐	Akamai Technologies 

☒	Amazon AWS

☐	AT&T

☐	Atos

☐	CenturyLink

☐	CloudFlare

☐	DigitalOcean

☐	Endurance Int’l Technologies

☐	F5 Networks

☐	Finanz Informatik

☐	GoDaddy

☐	Google

☐	IBM

☒	Microsoft

☐	Oracle  

☐	OVH SAS

☐	Rackspace 

☐	SoftLayer Technologies

☐	Tucows

☐	United Internet AG

☐	UnitedLayer

☐	Verizon Communications

☐	Web.com Inc



E-mail & Related Services

☐	Amazon AWS SES

☐	AppRiver, LLC

☐	Barracuda Networks

☐	Cyren Corporation

☐	Endurance Int’t Technologies

☒	GoDaddy

☐	Google

☐	MailChannels

☐	Marketo, Inc

☐	McAfee, Inc

☒	Microsoft

☐	Mimecast 

☐	Proofpoint 

☐	Rackspace (Mailgun)

☐	Return Path, Inc 

☐	Salesforce.com

☐	SendGrid, Inc

☐	Symantec 

☐	The Rocket Science Group (MailChimp/Mandrill)

☐	United Internet

☐	Web.com

☐	Zendesk

Financial Systems Services

☐	FIS Global

☐	Fiserv

☐	NCR

☐	NetSuite

☐	Oracle

☐	QuickBooks

☐	Sage Intact

☐	SAP (inc. Ariba & Concur)

☐	SS&C Technologies




Domain Name Services (DNS)

☐	Akamai Technologies

☐	Amazon AWS

☐	AT&T

☐	Clarivate Analytics

☐	CloudFlare

☐	Corporation Service Company 

☐	DNS Made Easy

☐	Dyn

☐	easyDNS Technologies

☐	Endurance Int’t Technologies

☒	GoDaddy

☐	Microsoft

☐	Namecheap Inc

☐	Neustar Group

☐	OVH SAS

☐	Rackspace

☐	Sedo

☐	Tucows (OpenSRS, Enom)

☐	United Internet (Arsy)

☐	Web.com

☐	Wix.com Ltd



Network Management Services

☐	Arista Networks

☐	Blue Coat Systems

☐	BMC Software

☐	Brocade Communication

☐	CA Technologies

☒	Cisco 

☐	Citrix 

☐	Dell Technologies

☐	F5 Networks

☒	Fortinet, Inc

☒	Hewlett Packard Enterprise (Aruba AirWave)

☐	Infoblox

☐	IBM

☐	Juniper

☐	Level 3 

☐	Micro Focus International

☐	Red Hat

☐	Riverbed Technology

☐	SolarWinds Inc

☐	SonicWALL

☐	Zabbix LLC 



Content Delivery Network Services (CDN)

☐	Akamai Technologies

☐	Amazon AWS

☐	Automattic Group

☐	Brightcove Inc.

☐	CloudFlare

☐	Cloudinary Ltd.

☐	Facebook

☐	Fastly Inc.

☐	GoDaddy

☐	Google

☐	IAC/InterActiveCorp

☐	Imperva

☐	Limelight Networks

☐	Microsoft

☐	Progress Software

☐	Rackspace

☐	Stack Exchange

☐	StackPath (MaxCDN)

☐	TripAdvisor

☐	Twitter

☐	Verizon (inc Yahoo)



Relationship Management Services

☐	Aptean 

☐	Astute 

☐	Campus Management

☐	Deltek 

☐	eGain

☐	Gainsight

☐	Google

☐	Infor

☐	Ivanti Group

☐	Medallia Inc

☐	Microsoft

☐	NetSuite

☐	Oracle

☐	Pegasystems 

☐	Sage Group

☐	Salesforce.com

☐	SAP

☐	SugarCRM

☐	Veeva Systems

☐	Zoho Corporation



HR Management Services

☐	ADP

☐	Avature Recruiting

☐	Careerify

☐	Ceridian

☐	Charterhouse Capital

☐	Core HR

☐	Cornerstone 

☐	Halogen Software

☐	iCIMS

☐	Infor

☐	IBM

☐	Jobvite

☐	Kronos

☐	NICE Systems

☐	Oracle

☐	PeopleAdmin

☐	PeopleFluent

☐	SAP

☐	Ultimate Software Group

☐	WorkDay

☐	Xactly Corporation






E-Commerce & Payment Services

☐	Adyen B.V

☐	Amazon AWS

☐	Apple

☐	BlueSnap

☐	CCBill 

☐	Discover Financial

☐	EverCommerce

☒	Ingenico

☐	Intercontinental Exchange

☐	Klarna AB

☐	Maestro Technologies

☐	Magento

☐	NCR Corporation

☐	PayPal

☐	Recurly

☐	Square

☐	Stripe

☐	Vanco Payment Solutions

☐	Vantiv

☐	VeriFone Systems

☐	Visa 

☐	Wirecard AG



Security Services

☐	Akamai Technologies

☐	Cisco

☐	CloudFlare

☐	Comodo Group

☐	cPanel Inc

☐	DigiCert

☐	Gandi SAS

☐	GMO GlobalSign

☐	GoDaddy

☐	HugeDomains.com

☐	IBM

☐	Let’s Encrypt

☐	McAfee (inc. Skyhigh Security)

☒	Microsoft

☐	Okta

☐	OVH SAS

☐	Parallets

☐	Dell (inc. SecureWorks)

☐	Starfield Technologies

☐	Symantec

☐	Tenable Network

☐	TrustWave Holdings

☐	Web.com, Inc



Industrial/Construction Services

☐	Aconex Limited

☐	Autodesk

☐	Bentley Systems

☐	Computer Methods Int’t (CMiC)

☐	Foundation Software

☐	Heavy Construction System Specialists

☐	Infor

☐	Microsoft

☐	Nemetschek AG

☐	Oracle 

☐	Kiewit Corporation

☐	PlanGrid

☐	Procore Technologies

☐	RIB Software

☐	Sage Group

☐	Viewpoint



Industrial Control Providers

☐	ABB

☐	Bosch

☐	Emerson

☐	GE

☐	Honeywell

☐	Metso

☐	Mitsubishi Electric

☐	Rockwell Automation

☐	Rolls Royce

☐	Schneider

☐	Siemens

☐	Toshiba

☐	Yokogawa



Monitoring & Control of Specialty Equipment Services

☐	E.on

☐	GE

☐	Itron

☐	Landis+Gear

☐	Mita-teknik

☐	Rolls Royce

☐	Sensus

☐	Siemens

☐	Vestas








Section 2

Instructions: Applicant to write-in which IT Service Providers they consider to be the top 10 most impactful to their business. IT Service Provider means an entity that provides information technology services to the Applicant pursuant to a contract, including those entities that provide “cloud computing” or other hosted computer resources.  



		1)

		SaaS CRM – Tascomi

		6) 

		AV – Trend



		2)

		SaaS Finance – Technology One

		7)

		Microsoft Office 365 E3



		3)

		DNS – Tibus

		8)

		VPN – Forticlient



		4) 

		Telecommunications – Eirevo

		9)

		Conferencing – MS Teams



		5)

		SaaS CRM Leisure - Legends

		10)

		Telecommunications Calls – Clarity NI







LEGAL NOTICE AND SIGNATURE

BEFORE YOU SIGN THIS QUESTIONNAIRE, READ THESE NOTICES CAREFULLY AND DISCUSS WITH YOUR BROKER IF YOU HAVE ANY QUESTIONS.



IT IS DECLARED THAT TO THE BEST OF THE KNOWLEDGE AND BELIEF OF THE APPLICANT, AFTER ENQUIRY, THAT THE STATEMENTS AND RESPONSES SET OUT HEREIN ARE TRUE AND ACCURATE. THE APPLICANT UNDERSTANDS THAT IT IS UNDER A DUTY TO MAKE A FAIR PRESENTATION OF THE RISK TO THE INSURER, AND THAT ALL MATERIAL CIRCUMSTANCES THAT THE APPLICANT IS AWARE OF OR OUGHT TO BE AWARE OF HAVE BEEN DISCLOSED TO THE INSURER, OR FAILING THAT, SUFFICIENT INFORMATION TO PUT A PRUDENT INSURER ON NOTICE THAT FURTHER ENQUIRES ARE NEEDED.



THE APPLICANT UNDERSTANDS THAT NON-DISCLOSURE OR MISREPRESENTATION OF A MATERIAL FACT OR MATTER MAY IMPACT THE TERMS OF THE POLICY OR IMPACT WHETHER THE POLICY RESPONDS IN WHOLE OR IN PART TO A CLAIM.



THE APPLICANT UNDERTAKES TO INFORM THE INSURERS OF ANY MATERIAL ALTERATION TO THE INFORMATION PROVIDED HEREIN OR ANY NEW FACT OR MATTER THAT ARISES WHICH MAY BE RELEVANT TO THE CONSIDERATION OF THE PROPOSAL FOR INSURANCE



Signed: ______MervynGlasgow_________ (Duly authorised representative, by and on behalf of the Applicant)

[bookmark: _GoBack]Date: ________14/12/2022___  Title: _Senior ICT Technical Officer____________________  Organisation: __Mid and East Antrim Council





American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN 781109). American International Group UK Limited is registered in England: company number 10737370. Registered address: The AIG Building, 58 Fenchurch Street, London, EC3M 4AB.



AIG Europe S.A. is an insurance undertaking with R.C.S. Luxembourg number B 218806. AIG Europe S.A. has its head office at 35D Avenue John F. Kennedy, L-1855, Luxembourg and has VAT registration number LU30100608, http://www.aig.lu/. AIG Europe S.A. is authorised by the Luxembourg Ministère des Finances and supervised by the Commissariat aux Assurances 7, boulevard Joseph II, L-1840 Luxembourg, GD de Luxembourg, Tel.: (+352) 22 69 11 - 1,  caa@caa.lu, http://www.caa.lu/.
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		Cyber Insurance – Ransomware Supplemental







This Supplemental Questionnaire is applicable to CyberEdge® coverage.  As used herein, “Applicant” includes the Company applying for CyberEdge® coverage and its subsidiaries.



		Full Name of Applicant

		Mid and East Antrim Borough Council	 







INSTRUCTIONS FOR THE FOLLOWING SECTIONS:

In the response column, unless the question specifically asks for a “write-in” or specific integer, the drop-down selection will solely allow an answer of Yes.  When the Applicant leaves the Response as blank, it will be interpreted as a “no” or “not having such control,” unless there is a Response option that specifically indicates No, Don’t Know, or None of the Above.  There are commentary sections after each section that will allow the Applicant to provide additional commentary, if desired. (Additional commentary sections are limited to 1,000 characters; if additional space is needed, please attach a separate document as an appendix)



The questions below are important to the underwriting of coverage for the Applicant.  This must be completed by, or with the assistance of, the person(s) responsible for the security of the Applicant’s information systems.  If information security is outsourced to a third party (e.g., a managed security provider), it is understood that the Applicant has verified its responses with such third party prior to submitting this supplemental.   



		Data Security & Business Continuity







		

		Question

		Response



		DS/BC #1

		Select one response:  How centralised is the Applicant’s information security program?

		



		

		Information security at the Applicant is centrally managed, and the policies apply to all operations.  Where exceptions are made, it’s by asset only (as opposed to by operation/legal entity).

		 

		

		Information security at the Applicant is centrally managed, but exceptions are made for certain operation/legal entities.  The controls as outlined below apply to greater than or equal to 98% of total endpoints.

		 

		

		Information security at the Applicant is centrally managed, but exceptions are made for certain operation/legal entities.  The controls as outlined below apply to less than 98% of total endpoints.

		 

		

		Information security at the Applicant is federated, but the controls outlined below apply to greater than or equal to 98% of total endpoints.

		 

		

		Information security at the Applicant is federated, and the controls outlined below apply to greater than 50% of total endpoints, but less than 98% of total endpoints.

		 

		

		Information security is managed by individual legal entities or operating units.  The controls below are based on a survey of all entities and operating units.

		 

		

		Other (indicate to the right and describe in comments section at end of Data Security & Business Continuity section).



		 

		

		Don’t know.

		Yes

		DS/BC # 2



		Select all responses that are true: With regards to the Applicant's management of information technology assets (hardware and software):

		



		

		The Applicant has an inventory of all enterprise hardware assets - including end-user devices, network devices, appliances, IoT devices, and servers - that includes the network address (if static), hardware address, machine name, and enterprise asset owner, and updates it at least bi-annually.

		Yes

		

		The Applicant has an inventory of all enterprise hardware assets - including end-user devices, network devices, appliances, IoT devices, and servers - that includes the network address (if static), hardware address, machine name, and enterprise asset owner, and updates it at least annually.

		 

		

		The Applicant has a process to discover and identify hardware assets on its network and does so at least daily.

		 

		

		The Applicant has a process to discover and identify hardware assets on its network and does so at least weekly.

		 

		

		The Applicant has a process to update its hardware asset inventory at least weekly based on discovery tools or IP Address Management (IPAM) software.

		 

		

		The Applicant has an inventory of all licensed software installed on enterprise assets and updates it at least bi-annually.

		 

		

		The Applicant has a process to ensure all software is either supported or is a documented exception with mitigating controls, and the process is repeated at least monthly.

		 

		

		None of the above.

		 

		DS/BC # 3

		Select all responses that are true: With regards to the Applicant's management of "Vital Assets":

"Vital Assets" means those assets which are key to the organisation's success and operation, including, but not limited to, applications which support business production, applications which store business critical and/or sensitive data, and core technology services such as directory services, document repositories, and email.

		



		

		The Applicant has an inventory of all data stores - including data owner, the asset it's stored on, sensitivity, retention limits and disposal requirements - for at least all sensitive data and updates it at least annually.

		 

		

		The Applicant has defined and documented all "Vital Assets".

		 

		

		The Applicant has a process to actively identify "Vital Assets” and update the inventory of "Vital Assets" at least quarterly.

		 

		

		The Applicant prioritises "Vital Assets" by importance to business operations.

		Yes

		

		None of the above.

		 

		DS/BC # 4

		What is the "Recovery Time Objective" (RTO) for "Vital Assets"?  "RTO" means the amount of time in which “Vital Assets” are expected to be restored by an organisation after a disaster/disruption. 

		



		

		< 5 hours.

		Yes

		

		5-12 hours.

		 

		

		12-24 hours.

		 

		

		1-7 days.

		 

		

		> 7 days.

		 

		

		No RTO is defined/Don’t Know.

		 

		DS/BC # 5

		Select all responses that are true: With respect to the Applicant's disaster recovery capabilities:

		



		

		A process for creating backups exists (even if it is undocumented and/or ad hoc).

		Yes

		

		Applicant’s documented Disaster Recovery Policy requires weekly or more frequent automated backups and standards for backups based on information criticality.

		 

		

		At least quarterly, Applicant tests its ability to restore different "Vital Assets" in accordance with the Recovery Time Objective (RTO).

		Yes

		

		None of the above/Don’t know.

		 

		DS/BC # 6

		Select all responses that are true: With respect to the Applicant's backup capabilities:

		



		

		Applicant’s backup strategy includes offline (archive) backups stored onsite.

		 

		

		Applicant’s backup strategy includes offline (archive) backups stored offsite.

		 

		

		Applicant’s backup strategy includes onsite, regular backups.

		Yes

		

		Applicant’s backup strategy includes offsite, regular backups (Cloud or Continuity of Operations Site).  

		Yes

		

		Applicant's backups are isolated and separate from the production domain (i.e., they are accessed via an authentication mechanism outside of Active Directory or are otherwise available even if the production domain is compromised) or they are immutable.

		 

		

		None of the above/Don’t know.

		 

		DS/BC # 7

		Select all responses that are true: With respect to the Applicant's policies for the use of encryption to protect data:

		



		

		The Applicant requires that all data on portable devices - including phones, tablets, and laptops – is encrypted (using full disk encryption or file-based encryption).

		 

		

		The Applicant requires that all end user devices - even if not portable - containing sensitive data must use full disk encryption.

		 

		

		The Applicant requires that all removeable media - USB sticks, CDs, etc. - is encrypted.

		 

		

		The Applicant requires that all sensitive data at rest is encrypted (at either the storage layer or application layer).

		 

		

		None of the above/Don’t know.

		Yes

		DS/BC # 8

		Select all responses that are true: With respect to the Applicant's monitoring of "Vital Assets":

		



		

		The Applicant has an internal function and/or has an outsourced Managed Security Service Provider (“MSSP”) charged with monitoring security event alerts, including alerts on "Vital Assets" (a "Security Operations Center" or "SOC").

		 

		

		The Applicant's SOC/MSSP is provided an updated list of "Vital Assets" at least quarterly.

		 

		

		The Applicant's SOC/MSSP uses a Security Information and Event Monitoring (SIEM) solution to automate the collection of logs from "Vital Assets".

		 

		

		None of the above/Don’t know.

		Yes





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below: 

		



		

		[bookmark: Text173]     

		







		Identity, Credential, and Access Management Security







		

		Question

		Response



		ICA # 1

		Select all responses that are true: Which of the following tools does the Applicant use for directory services, identity providers (IdP), federation and/or rights management?

		



		

		Microsoft Active Directory (Active Directory)

		Yes

		

		Azure Active Directory (Azure AD)

		Yes

		

		Okta

		 

		

		Ping

		 

		

		Active Directory Federation Services

		Yes

		

		Google Workspaces

		 

		

		Other (details required – provide in the next row) 

		 

		

		If Other provide details here     

		



		

		None of the above/Don’t Know.

		 

		ICA # 2

		Select one response: What is the source of identity for the majority of Applicant’s users?

		



		

		Microsoft Active Directory (Active Directory)

		 

		

		Azure Active Directory (Azure AD)

		 

		

		Active Directory and Azure AD (Active Directory is authoritative)

		 

		

		Azure AD and Active Directory (Azure AD is authoritative)

		Yes

		

		An Identity Provider ("IdP"; e.g., Okta or Ping)

		 

		

		Cloud-based collaboration (e.g., Google Workspaces)

		 

		

		Other (details required – provide in the next row) 

		 

		

		If Other provide details here      

		



		

		No centralised identity management or don't know.

		 

		ICA # 3

		Select all responses that are true: With respect to the Applicant's account management:

		



		

		The Applicant has an inventory of all user and administrative accounts.

		Yes

		

		The Applicant's inventory of accounts includes the individual's name, username, start/stop dates, and department.

		 

		

		The Applicant validates that all active accounts are authorised, at least annually.

		 

		

		The Applicant validates that all active accounts are authorised, at least quarterly.

		 

		

		None of the above.

		 

		ICA # 4

		Select all responses that are true: With respect to the Applicant's policies and technical controls on passwords:

		



		

		The Applicant educates users on the risks of password reuse and has a policy against it.

		Yes

		

		The Applicant has a solution to prevent users from setting common and known-breached passwords, even if they meet complexity requirements (such as "1q2w3e4r5t" and "Passw0rd!").

		 

		

		The Applicant provides a password manager to its employees.

		 

		

		The Applicant has implemented a solution to set different, random passwords across all domain-attached computers for local administrator accounts (i.e., Local Administrator Password Solution - Reference:  https://support.microsoft.com/en-us/topic/microsoft-security-advisory-local-administrator-password-solution-laps-now-available-may-1-2015-404369c3-ea1e-80ff-1e14-5caafb832f53).

		 

		

		None of the above.

		 

		ICA # 5

		Select all responses that are true: With regards to how the Applicant protects user accounts with domain administrative privileges ("Domain Administrator Accounts"):

"Domain Administrator Accounts" means those user accounts - excluding "Service Accounts" - which can edit information in whatever solution the Applicant is using for directory services, identity provider (IdP), rights management, etc.  In an Active Directory environment, this would include Enterprise Admins, Domain Admins, and the (domain) Administrators groups (and any nested groups/accounts); in Azure AD this would include Global Administrators, Hybrid Identity Administrators, and Privileged Role Administrators).

		



		

		System administrators at the Applicant have a unique, privileged credential for administrative tasks (separate from their user credentials for everyday access, email, etc.).

		Yes

		

		"Domain Administrator Accounts" require multifactor authentication.

		Yes

		

		"Domain Administrator Accounts" are managed and monitored through just-in-time access, are time bound, and require approvals to provide privileged access.

		 

		

		"Domain Administrator Accounts" are kept in a password safe that requires the user to "check out" the credential (which is rotated afterwards).

		 

		

		In addition to being kept in a password safe, "Domain Administrator Accounts" are not exposed to the administrative user when "checked out", and access is recorded through a session manager.

		 

		

		"Domain Administrator Accounts" can only be used from Privileged Access Workstations (workstations that do not have access to internet or email).

		 

		

		There is a log of all actions by "Domain Administrator Accounts" for at least the last thirty days.

		 

		

		None of the above/Don’t Know.

		 

		ICA # 6

		Select one response: How do the Applicant's employees authenticate to remotely access the corporate network?

		



		

		Remote access to the corporate network generally only requires a valid username and password (single factor authentication).

		 

		

		Multi-factor authentication (MFA) is in place for some types of remote access to the corporate network, but not others.

		 

		

		MFA is required by policy for all remote access to the corporate network, and all exceptions to the policy are documented.

		Yes

		

		Applicant does not provide remote access to any employees.

		 

		ICA # 7

		Select one response: How do vendors of the Applicant authenticate to remotely access the corporate network?

		



		

		Remote access to the corporate network generally only requires a valid username and password (single factor authentication).

		 

		

		MFA is in place for some types of remote access to the corporate network, but not others.

		 

		

		MFA is required by policy for all remote access to the corporate network, and all exceptions to the policy are documented.

		Yes

		

		Applicant does not provide remote access to any vendors.

		 

		ICA # 8

		Select one response: How do both employees and vendors of the Applicant authenticate to those Vital Assets which are SaaS/3rd party applications?

		



		

		Access to externally hosted Vital Assets generally only requires a valid username and password (single factor authentication).

		



		

		MFA is in place for some types of access to externally hosted Vital Assets, but not others.

		Yes



		

		MFA is required by policy for all access to externally hosted Vital Assets, and all exceptions to the policy are documented.

		



		

		Applicant does not use SaaS/3rd party hosted applications which would be considered Vital Assets.

		



		ICA # 9

		Select all responses that are true: With regards to how the Applicant protects "Privileged" "Service Accounts":

"Service Accounts" are accounts used for running applications and other processes; they are not typically used by people outside troubleshooting.  "Privileged" means having elevated privileges, and in an Active Directory environment, includes, but is not limited to, Enterprise Admins, Domain Admins, and (domain) Administrators.

		



		

		There is an inventory of all "Privileged" "Service Accounts", and it is updated at least quarterly.

		 

		

		"Privileged" "Service Accounts" have password lengths of at least 25 characters.

		 

		

		"Privileged" "Service Accounts" have their passwords rotated at least annually.

		 

		

		"Privileged" "Service Accounts" have their passwords rotated at least quarterly.

		 

		

		"Service Accounts" are tiered such that different accounts are used to interact with workstations, servers, and authentication servers, even for the same service.

		 

		

		There is a process in place to review at least annually the current requirements for each service associated with "Privileged" "Service Accounts" to verify the service still requires the permissions the service account has (and deprivilege if not).

		Yes

		

		None of the above/Don’t know.

		 

		ICA # 10

		Select one response: Authenticator Assurance Level (AAL) which best represents the Applicant's authentication solution(s).

NIST Special Publication 800-63B defines the Authenticator Assurance Levels.

		



		

		AAL1

		 

		

		AAL2

		 

		

		AAL3

		 

		

		Don't know.

		Yes

		ICA # 11

		Provide the number of active accounts the Applicant has for the categories below.  Accounts should not include inactive accounts but should include all nested accounts aggregated across all domains/forests.

		



		

		Number of "Domain Administrator Accounts":

		6



		

		Number of "Privileged" "Services Accounts":

		0



		

		NOTE: For each "Privileged" "Service Account", use the table provided at the end of the supplemental to indicate i) the name of the account, ii) the privileges it has, iii) the software it supports, iv) what hosts the service account is authenticating to, and v) why those entitlements are required.

		



		ICA # 12

		Select one response: Which description below best reflects the Applicant's posture with respect to access controls for each user's workstation?

For the purposes of this question, where the Applicant is using an endpoint privilege manager or other similar technology to allow users to temporarily request administrative access for certain activities, that should not be considered "admin access".

		



		

		No user’s regular, every day account is in the Administrator's group or has local admin access to their workstation.

		Yes

		

		Applicant's policy is that employees by default are not in the Administrators' group and do not have local admin access; all exceptions to the policy are documented.

		 

		

		Some of the Applicant's employees are in the Administrators' group or are local admins.

		 

		

		Don't know.

		 

		ICA # 13

		Select one response: Which description best reflects the Applicant's posture with respect to access controls for member servers?

This question is regarding employees' everyday user accounts; where the Applicant provisions employees with separate credentials for administrative access, those accounts should not be considered for the purposes of this question.

		



		

		No employees are in the Administrator's group or have local admin access to member servers.

		 

		

		Applicant's policy is that employees by default are not in the Administrators' group and do not have local admin access; all exceptions to the policy are documented.

		 

		

		Some of the Applicant's employees are in the Administrators' group or are local admins.

		Yes

		

		Don't know.

		 

		ICA # 14

		How many of the Applicant's users have persistent administrative access to servers and/or workstations other than their own?  For the purposes of this question, "administrative access" means entitlements to configure, manage and otherwise support these endpoints, including through the use of a unique administrative account (separate from their everyday user account).  Users who must "check out" credentials for administrative access should not be included.

		



		

		Please enter an integer:

		5



		ICA # 15

		Does the Applicant ingest security logs from all Domain Controllers into their SIEM solution for analysis?

		



		

		Yes.

		 

		

		No – Applicant doesn’t have a SIEM or doesn’t ingest security logs into SIEM.  

		Yes

		

		Not Applicable - not using directory services, IdP, rights management.

		 

		ICA # 16

		Select all responses that are true: What Audit Policies has the Applicant enabled on Domain Controllers?

		



		

		Audit Credential Validation (Failure)

		 

		

		Audit Process Creation (Success)

		 

		

		Audit Security Group Management (Success and Failure)

		 

		

		Audit User Account Management (Success and Failure)

		 

		

		Audit Other Account Management Events (Success and Failure)

		 

		

		Audit Sensitive Privilege Use (Success and Failure)

		 

		

		Audit Logon (Success and Failure)

		 

		

		Audit Special Logon (Success)

		 

		

		None of the above/Don't know.

		Yes

		

		Not applicable (not using Active Directory).

		 





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		







		Security Monitoring and Incident Response







		

		Question

		Response



		SMIR # 1

		Select one response: Which description best reflects the Applicant's security operations program?

		



		

		Applicant does not have anyone (internal or external) dedicated to monitoring security operations (a "Security Operations Center" or SOC).

		Yes

		

		Applicant has a SOC, but it's not 24/7 (can be internal or external).

		 

		

		Applicant has 24/7 monitoring of security operations by a 3rd party (such as a Managed Security Services Provider).

		 

		

		Applicant has 24/7 monitoring of security operations internally (regardless of whether or not a 3rd party is also used).

		 

		SMIR # 2

		Select all responses that are true: With respect to the Applicant's security and network monitoring capabilities:

		



		

		Applicant uses a "Security Information and Event Monitoring" or SIEM tool to correlate the output of multiple security tools.

		 

		

		Applicant monitors network traffic for anomalous and potentially suspicious data transfers.

		 

		

		Applicant monitors for performance and storage capacity issues on all servers (such as high memory or processor usage, or no free disk space).

		Yes

		

		Applicant has tools to monitor for data loss (DLP) and they are in blocking mode.

		Yes

		

		Applicant has tools to monitor for data loss (DLP), but they are not in blocking mode.

		 

		

		None of the above/Don’t know.

		 

		SMIR # 3

		What is the Applicant's average time to triage and contain security incidents of workstations for the most recent completed quarter?

		



		

		<30 minutes.

		 

		

		30 minutes-2 hours.

		 

		

		2-8 hours.

		 

		

		8 hours-3 days.

		 

		

		>3 days. 

		 

		

		Applicant does not track this metric/Don’t know.

		Yes

		SMIR # 4

		What percentage of the Applicant's "Vital Assets" are being logged and forwarded to a SIEM solution?

		



		

		0-30%

		 

		

		31-50%

		 

		

		51-70%

		 

		

		>= 71%

		 

		

		Don't know.

		 

		

		Not applicable (no SIEM).

		Yes

		SMIR # 5

		How long does the Applicant’s SIEM solution retain logs?

		



		

		Less than 30 days.

		 

		

		30-59 days.

		 

		

		60-89 days.

		 

		

		90 days or more.

		 

		

		Don't know.

		 

		

		Not applicable (no SIEM).

		Yes

		SMIR # 6

		Select all responses that are true:  With respect to how the Applicant validates the efficiency and effectiveness of security controls:

		



		

		Applicant uses Breach and Attack Simulation (BAS) software to verify the effectiveness of security controls.

		 

		

		Applicant has a "red team" on staff to test security controls, or at least annually engages experts to perform a penetration test focused on internal systems. 

		 

		

		Applicant has engaged an external party to simulate threat actors and test security controls in the last year.

		 

		

		None of the above.

		Yes

		SMIR # 7

		Select all responses that are true:  With respect to the Applicant's incident response program and procedures:

		



		

		Applicant has a documented incident response plan.

		Yes

		

		Applicant's incident response plan includes a playbook specifically for a ransomware incident at the organisation.

		 

		

		Applicant's incident response plan includes a playbook specifically for a ransomware incident of 3rd parties/MSPs.

		 

		

		Applicant's incident response plan includes contact of law enforcement once a ransomware incident is confirmed.

		 

		

		Applicant's response plan includes a process to resume business operations by restoration of known clean backups.

		 

		

		None of the above.

		 

		SMIR # 8

		Does the Applicant have a documented process to respond to phishing incidents (whether targeted specifically at the Applicant or its employees, or not)?

		



		

		Yes

		 

		

		No

		Yes





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		







		Risk Management







		

		Question

		Response



		RM # 1

		Does the Applicant have a vulnerability scanning program which identifies and manages vulnerabilities across "Vital Assets"?

		



		

		Yes

		 

		

		No

		Yes

		RM # 2

		Select all responses that are true: With respect to the factors the Applicant uses to prioritise patching:

		



		

		Common Vulnerability Scoring System (CVSS) score.

		 

		

		Correlation with whether the vulnerability affects the Applicant's "Vital Assets".

		 

		

		Generic threat intelligence (e.g., that threat actors are exploiting a given vulnerability; this includes tools like CISA’s Known Exploited Vulnerability Catalog).

		 

		

		Threat intelligence specific to the Applicant (including intelligence that threat actors may be targeting the Applicant specifically via exploitation of a certain vulnerability, or data from the Applicant’s environment which indicates where threat actors are focused).

		 

		

		None of the above/Don't know.

		Yes

		RM # 3

		What is the Applicant's target time to deploy the highest priority patches?

		



		

		Within 24 hours.

		 

		

		24-72 hours.

		 

		

		3-7 days.

		 

		

		7-29 days.

		 

		

		 >= 30 days.

		 

		

		There is no defined policy for when patches must be deployed/Don’t know.

		Yes

		RM # 4

		What is the Applicant's compliance rate with its own standards for deploying the most important patches in the most recent completed quarter?

		



		

		>95%

		 

		

		90-95%

		 

		

		80-89%

		 

		

		<80% 

		 

		

		Not tracked/Don’t know.

		Yes

		RM # 5

		Select all responses that are true:  With respect to the Applicant's policies for the use of organisational IT assets:

		



		

		The Applicant has an "Acceptable Use Policy" (AUP) outlining users' obligations and constraints.

		Yes

		

		The AUP describes consequences for policy violations.

		Yes

		

		Users are disallowed from surfing social media platforms from organisational assets except where this is a defined business need.

		 

		

		Users are disallowed from accessing personal email from organisational assets.

		Yes

		

		Administrators are explicitly disallowed from surfing the internet or accessing personal email from their privileged accounts.

		Yes

		

		Users and administrators are responsible for keeping their computer and accounts safe from common risks or issues.

		Yes

		

		Users and administrators are required to report suspected violations.

		Yes

		

		None of the above/Don’t know.

		 

		RM # 6

		Select all responses that are true:  With respect to the Applicant's capabilities to monitor for risky behavior and malicious insiders:

		



		

		Applicant has an insider threat program.

		 

		

		Applicant monitors for when a user or administrator account sets an insecure password.

		 

		

		Applicant monitors for when “Privileged” accounts access unauthorised websites and services.

		 

		

		Applicant monitors for unauthorised remote access to "Vital Assets".

		 

		

		Applicant monitors both user and administrator accounts for communication with known malicious websites, IP addresses, and other well-known threat group resources.

		Yes

		

		None of the above/Don’t know.

		 





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		







		Phishing Defense







		

		Question

		Response



		PhD # 1

		Select all responses that are true: With respect to the Applicant's capabilities for mitigating phishing incidents:

		



		

		Applicant provides security awareness training, including phishing awareness training, to employees at least annually.

		Yes

		

		Applicant uses simulated phishing attacks to test employees' cybersecurity awareness at least annually.

		 

		

		Where the Applicant is conducting simulated phishing attacks, the success ratio was less than 15% on the last test (less than 15% of employees were successfully phished).

		 

		

		Applicant 'tags' or otherwise marks e-mails from outside the organisation.

		Yes

		

		Applicant has a documented process to report suspicious e-mails to an internal security team to investigate and publishes the process to users.

		 

		

		None of the above/Don’t know.

		 

		PhD # 2

		Select all responses that are true:  With respect to the Applicant's capabilities to block potentially harmful websites and/or email:

		



		

		Applicant uses an e-mail filtering solution which blocks known malicious attachments and suspicious file types, including executables.

		Yes

		

		Applicant uses an e-mail filtering solution which blocks suspicious messages based on their content or attributes of the sender.

		Yes

		

		Applicant uses a web-filtering solution which stops employees from visiting known malicious or suspicious web pages.

		Yes

		

		Applicant blocks uncategorised and newly registered domains using web proxies or DNS filters.

		 

		

		Applicant uses a web-filtering solution which blocks known malicious or suspicious downloads, including executables.

		Yes

		

		Applicant's e-mail filtering solution has the capability to run suspicious attachments in a sandbox.

		 

		

		Applicant's web filtering capabilities are effective on all organisation assets, even if the asset is not on the organisation's network (e.g., assets are configured to utilize cloud-based web filters or require a VPN connection to browse the internet).

		 

		

		None of the above/Don’t know.

		 





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		







		Malware Defense







		

		Question

		Response



		Mal # 1

		Select all responses that are true: With respect to the Applicant's endpoint security tool's capabilities:

		



		

		Applicant's endpoint security solution includes antivirus with heuristic capabilities.

		Yes

		

		Applicant uses endpoint security tools with behavioral-detection and exploit-mitigation capabilities.

		 

		

		Applicant uses an endpoint threat detection and response (ETDR or EDR) tool which does all the                                                                                         following:  monitors for threat indicators; identifies patterns which match known threats; automatically responds by removing or containing threats; alerts security personnel of incidents; provides forensic and analysis capabilities to allow analysts to perform threat hunting activities.

		 

		

		Applicant implements application controls across workstations to only allow for execution of authorised applications.  Unauthorised applications are blocked, and the list of authoried applications is reassessed at least bi-annually.

		 

		

		Applicant has an internal group and/or MSSP which monitors the output of endpoint security tools and investigates any anomalies.

		 

		

		None of the above/Don’t know.

		 

		Mal # 2

		Select all responses that are true: With respect to the Applicant's deployment of its endpoint security tool(s) (as described above):

		



		

		Applicant's endpoint security tool(s) is/are deployed on all workstations & laptops; all exceptions are documented.

		Yes

		

		Applicant's endpoint security tool(s) is/are deployed on all servers (excluding hypervisor hosts); all exceptions are documented.

		 

		

		Applicant's endpoint security tool(s) is/are deployed on all mobile devices (including tablets, phones, etc. but excludes laptops); all exceptions are documented.

		 

		

		None of the above/Don’t know.

		 

		Mal # 3

		Select all responses that are true:  With respect to the Applicant's configuration of its endpoint security tool(s) (as described above):

		



		

		For those tools which require updated definitions, such tools are updating at least daily.

		 

		

		Tool(s) is/are configured to block (vs. just notify of) suspected malicious processes/files.

		 

		

		Tool(s) is/are configured to find unmanaged assets, which are addressed at least weekly.

		 

		

		Anti-tamper features are enabled.

		 

		

		None of the above/Don’t know.

		Yes

		Mal # 4

		Identify the endpoint security tool(s) used (please be as specific as possible, e.g., "Falcon Prevent, Insight and Overwatch", not "CrowdStrike"):

		



		

		Write in here Trend

		



		Mal # 5

		Select all responses that are true: With respect to the Applicant's capabilities to limit lateral movement:

		



		

		Applicant has segmented the network by geography (i.e., traffic between offices in different locations is denied unless required to support a specific business requirement).

		Yes

		

		Applicant has segmented the network by business function (i.e., traffic between assets supporting different functions - HR and Finance for example - is denied unless required to support a specific business requirement).

		 

		

		Applicant has implemented host firewall rules that prevent the use of RDP to log into workstations.

		Yes

		

		Applicant has configured all service accounts to deny interactive logons.

		 

		

		None of the above/Don’t know.

		 

		Mal # 6

		Has the Applicant conducted an exercise simulating the tactics, techniques, and procedures of ransomware actors in the last year?

		



		

		Yes

		 

		

		No

		Yes





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		







		Third Parties & Managed Service Providers Defense







		

		Question

		Response



		TP & MSP # 1

		Select all responses that are true: With respect to the roles of third parties or Managed Service Providers (MSPs) for the Applicant's network, including remote access to resources such as cloud and VPNs.

		



		

		Applicant utilizes an MSP for administration of "Vital Assets".

		 

		

		Applicant utilizes an MSP for security operations.

		 

		

		Applicant utilizes an MSP for data backup and recovery.

		 

		

		Applicant utilizes an MSP for cloud transformation.

		 

		

		Applicant utilizes an MSP for software development.

		 

		

		Applicant provides third parties persistent ("always on") access to corporate resources (access does not require Applicant's authorisation).

		 

		

		None of the above/Don’t know.

		Yes

		TP & MSP # 2

		Does the Applicant have a process or technical solution to identify, assess, manage, monitor, and reduce the risks from MSPs and third parties?

		



		

		Yes

		 

		

		No

		 





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		







		Perimeter and Internet Defense 







		

		Question

		Response



		Perimeter # 1

		Select all responses that are true: With respect to the Applicant's capabilities to secure externally-exposed systems, including internet-facing systems:

		



		

		Applicant maintains an inventory of externally-exposed assets.

		 

		

		Applicant performs regular vulnerability scans of externally-exposed assets.

		Yes

		

		Applicant has a Web Application Firewall (WAF) in front of all externally-exposed applications, and it is in blocking mode.

		 

		

		Applicant scans externally-exposed assets for vulnerabilities at least monthly.

		 

		

		Applicant uses an external service to monitor its attack surface (internet-facing systems).

		 

		

		Applicant disables or blocks on externally-exposed systems those ports, services, and protocols known to allow the spread of ransomware, including, but not limited to RDP, SMBv1, and SMBv2.

		 

		

		Applicant’s externally-exposed assets are segmented within a demilitarised zone (DMZ), and the DMZ is not directly routable to the corporate network.  Users requiring access to DMZ services are routed to the internet for access.

		 

		

		Applicant can detect and respond to threats through endpoint and network monitoring solutions.

		 

		

		None of the above/Don’t Know.

		 





		

		If Applicant has any additional commentary on any specific question or response in this section, please provide below:

		



		

		     

		









		“Privileged” “Service Account” Appendix (if applicable) 







Instructions: For each “Privileged” “Service Account”, use the table provided to indicate:

i) the name of the account, 

ii) the privileges it has, 

iii) the software product it supports, 

iv) what hosts the service account is authenticating to, and 

v) why those entitlements are required. 

		

		“Privileged” “Service Account” Appendix

		



		Name of the Account

		Privileges it has

		Software Product it Supports

		What Hosts it Authenticates To 

		Why those Entitlements are Required



		EXAMPLE ONLY 

svc_cyberark

		EXAMPLE ONLY 

Domain Admin

		EXAMPLE ONLY

CyberArk Privileged Access Manager

		EXAMPLE ONLY

Solely Domain Controllers

		EXAMPLE ONLY

DA required to change passwords of sensitive accounts



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     



		     

		Choose an item.		     

		Choose an item.		     








THIS SUPPLEMENTAL QUESTIONNAIRE IS INCORPORATED INTO AND MADE PART OF ANY APPLICATION FOR CYBEREDGE COVERAGE BY THE APPLICANT.  ALL REPRESENTATIONS AND WARRANTIES MADE BY APPLICANT IN CONNECTION WITH SUCH APPLICATION ALSO APPLY TO THE INFORMATION PROVIDED IN THIS SUPPLEMENTAL QUESTIONNAIRE.



LEGAL NOTICE AND SIGNATURES

BEFORE YOU SIGN THIS APPLICATION, READ THESE NOTICES CAREFULLY AND DISCUSS WITH YOUR BROKER IF YOU HAVE ANY QUESTIONS.



IT IS DECLARED THAT TO THE BEST OF THE KNOWLEDGE AND BELIEF OF THE APPLICANT, AFTER ENQUIRY, THAT THE STATEMENTS AND RESPONSES SET OUT HEREIN ARE TRUE AND ACCURATE. THE APPLICANT UNDERSTANDS THAT IT IS UNDER A DUTY TO MAKE A FAIR PRESENTATION OF THE RISK TO THE INSURER, AND THAT ALL MATERIAL CIRCUMSTANCES THAT THE APPLICANT IS AWARE OF OR OUGHT TO BE AWARE OF HAVE BEEN DISCLOSED TO THE INSURER, OR FAILING THAT, SUFFICIENT INFORMATION TO PUT A PRUDENT INSURER ON NOTICE THAT FURTHER ENQUIRES ARE NEEDED.



THE APPLICANT UNDERSTANDS THAT NON-DISCLOSURE OR MISREPRESENTATION OF A MATERIAL FACT OR MATTER MAY IMPACT THE TERMS OF THE POLICY OR IMPACT WHETHER THE POLICY RESPONDS IN WHOLE OR IN PART TO A CLAIM.



THE APPLICANT UNDERTAKES TO INFORM THE INSURERS OF ANY MATERIAL ALTERATION TO THE INFORMATION PROVIDED HEREIN OR ANY NEW FACT OR MATTER THAT ARISES WHICH MAY BE RELEVANT TO THE CONSIDERATION OF THE PROPOSAL FOR INSURANCE.



THE UNDERSIGNED HEREBY AGREES, WARRANTS, AND REPRESENTS THAT HE OR SHE IS A DULY AUTHORISED REPRESENTATIVE OF THE APPLICANT, AND IS FULLY AUTHORISED TO ANSWER AND MAKE STATEMENTS AND REPRESENTATIONS BY AND ON BEHALF OF THE APPLICANT.



		Applicant's Signature:	

				

MervynGlasgow



		Date:



    14/12/22	 



		[bookmark: _GoBack]Title:	   Senior ICT Technical Officer		 
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CyberEdge Proposal Form 


American International Group UK Limited 


Business Continuity 


1. Name of Organisation:


2. Principle Address:


Postcode:


Country:


3. Website URL’s:


4. Date of Establishment:


5. Number of Employees:


6. Nominated Contact:


7. Please provide an overview of your business activities:


8. Is the Firm a subsidiary of an overseas parent company? ....................................................    Yes    No 


If Yes, please provide details: 


Name of Parent Registered Address of Parent 


9. Is the Firm involved in any Joint Ventures? ...........................................................................      Yes    No 


If Yes, please provide details: 


Joint Venture Name 
Operational (including IT 


Security) Control 
Revenues Ownership Stake 


Yes    No  % 


Yes   No  % 


Yes   No  % 


Name Job Role Email 
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10. During the past 6 years has the name of the Firm been changed or have any


mergers or acquisitions taken please? ..................................................................................      Yes    No 


If Yes, please provide details: 


11. Please provide Details of your revenues:


Currency:


Revenue Amount 


Geography 
Last Completed Year 


(Actual) 
Current Year (Estimate) Next Year (Estimate) 


UK 


Europe 


USA / Canada 


Rest of World 


Data Exposure & Security 


12. Please state the number of data records currently processed / stored in the following categories:


Data Records 


Processed Stored 


Basic Personal Information 
(Name, address, email, etc.) 


Sensitive Personal Information 
(Government issued ID, sexuality, etc.) 


Payment Card Information 
(Debit and Credit Card information) 


Financial Account Information 
(Bank account information, etc.) 


Health Related Information 
(Medical conditions, prescriptions, etc.) 


HR Information 
(Basic / Sensitive Personal Information of 
Employees) 


3rd Party Corporate Information 
(Intellectual property, trade secrets, etc.) 


Biometric Information 
(Retinal scan, palm scan, fingerprints, etc.) 


13. What is the largest volume of Basic Personal Information and / or Sensitive Personal information stored in a


single location / database?
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14. Do you have a designated Chief Privacy Officer? .................................................................      Yes    No 


If No, please explain how this function is monitored and controlled and who is responsible. 


15. Do you have a group-wide privacy policy? ............................................................................      Yes    No 


If Yes, are you in compliance with your privacy policy? ........................................................      Yes    No 


16. Do you have a data classification policy with adequate levels of security in


place for sensitive data? ........................................................................................................      Yes    No 


17. Is your network configured to ensure that access to sensitive data is limited


to properly authorised requests, with privileges reviewed regularly? ....................................      Yes    No 


18. Do you monitor access to sensitive information on your network? .......................................      Yes    No 


19. Is all sensitive and confidential information stored on your network encrypted:


a. When at rest ....................................................................................................................      Yes    No 


b. When in transit outside of the network ............................................................................      Yes    No 


c. When stored on portable devices ...................................................................................      Yes    No 


20. Do you have a data retention and destruction policy? ..........................................................      Yes    No 


If Yes, please provide details: 


21. Do you have user revocation procedures on user accounts following
employee termination? ..........................................................................................................      Yes    No 


If Yes, please provide details: 


22. Do you utilise data mapping or Data Protection Impact Assessment (DPIA)


processes? ............................................................................................................................      Yes    No 


If Yes, please provide details: 
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23. Is customer / client information shared with 3rd parties? .......................................................      Yes    No 


If Yes: 


a. Who is data shared with and for what purpose?


b. Are you indemnified for breaches of the data by such 3rd parties? .................................      Yes    No 


c. Is data always anonymised / aggregated prior to release? ............................................      Yes    No 


d. Where data is not anonymised, do you always seek permission from


the data subject prior to release? ....................................................................................      Yes    No 


24. Do you ensure data is not transferred to any territory unless such territory


has an adequate level of protection for the rights and freedoms of the data


subjects in relation to the processing of personal data? .......................................................      Yes    No 


25. Do you store any critical data on End-of-Life Systems? ........................................................      Yes    No 


If Yes, please provide details of the End-of-Life systems and detail the controls in place to 


mitigate this exposure: 


26. Where you store or process biometric information:


a. Have you on all occasions obtained written consent from individuals


(including employees) prior to the collection, storage, or processing


of their biometric data? ....................................................................................................      Yes    No 


b. Does the written consent inform the individuals (including employees)


of both the purpose and length of time for which you are collecting,


storing or processing the information? ............................................................................      Yes    No 


c. Do you clearly define to individuals (including employees) how you will


collect their biometric data, how it will be stored and when


it will be destroyed? .........................................................................................................      Yes    No 


d. Do you disclose or disseminate biometric data to any


other individual or entity? ................................................................................................      Yes    No 


If Yes, does the written consent from the individuals (including employees) notify them 


that their biometric data is disclosed and / or disseminated to other individuals and / or 


entities? 


e. Do you use equipment provided by a third-party vendor


in order to collect, store, or process biometric data? ......................................................      Yes    No 
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f. Do you use a third-party vendor to store biometric data? ...............................................      Yes    No 


If Yes, does the written consent from the individuals (including employees) 


notify them that the biometric data is disclosed to the vendor? ......................................      Yes    No 


Regulatory Exposure 


27. Have you identified all relevant Data Protection Legislation? ...............................................      Yes    No 


If No, please provide details: 


28. Do you have a process in place to ensure that you stay abreast of any


changes in relevant Data Protection legislation? ..................................................................      Yes    No 


If No, please provide details: 


29. Do you have processes and procedures in place to manage data subject


access requests and manage consent? ................................................................................      Yes    No 


If No, please provide details: 


30. If you transfer any data across borders, how do you ensure that you remain in compliance with
appropriate Data Protection Legislation?


31. Please state your compliance with the following:


Compliant? If ‘No’, please provide details: 


Payment Card Industry Data Security 
Standards 


    Yes  No    N/A 


Please Select Version 2.0    3.0 


Please Select Level    1    2    3    4 


Fair and Accurate Credit Transactions 
Act (FACTA) 


Yes       No    N/A 
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Health Information Portability and 
Accountability Act (HIPAA) 


    Yes   No  N/A 


Health Information Technology for 
Economic and Clinical Health Act 
(HITECH) 


    Yes   No  N/A 


Gramm-Leach Bliley Act (1999)     Yes   No  N/A 


Other (Please Specify)     Yes   No  N/A 


Network Interruption Exposure 


32. Please provide a split of all your revenue / income streams


Revenue / Income Stream Percentage 


Online Sales  % 


Offline Sales  % 


Brokerage / Commission  % 


Unit / Usage Fees  % 


Contract / Subscription / Licensing Fees  % 


Professional / Service Fees  % 


Lending / Leasing  % 


Investment Income  % 


Donations  % 


Grants  % 


Other (please advise): 
 % 


33. In what way would your profit be impacted following a disruption or failure of your computer system,
network, or applications (please include estimates of lost revenue, 3rd party liability and customer churn)?


34. Please state the time after which a disruption or failure of your computer system, network or application


would lead to a reduction in your profit:
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35. Please describe actions you have taken to prevent outages from occurring (e.g., usage of backup power


systems, fault tolerant architecture, excess bandwidth for multiple providers, etc):


36. Please describe the actions you would take to mitigate the duration of such disruption if it were to occur,


including details of any operational and system failover measures:


37. Please describe the actions you would take, including the likely costs associated with such actions, to


mitigate the impact of a material interruption. (e.g., staffing / overtime, opening additional contact


centres or re-housing IT equipment / servers / data centres or making customer compensation


payments):


38. Do you have formal business continuity / disaster recovery plans? ......................................      Yes    No 


If ‘Yes’: 


a. What are the recovery time objectives for the restoration or critical systems?


i) less than 4hrs .......................... 


ii) less than 8hrs .......................... 


iii) less than 12hrs ........................ 


iv) less than 24hrs ........................ 


v) less than 48hrs ........................ 


vi) greater than 48hrs ................... 


vii) do not know ............................. 


b. How often are such plans tested?


i) Weekly.....................................


ii) bi-weekly ................................. 


iii) monthly ....................................


iv) bi-monthly ................................ 


v) quarterly .................................. 


vi) semi-annually .......................... 


vii) annually ................................... 


viii) never / ad hoc ......................... 


39. Do you have a formal change management control policy including risk assessment, testing, authorization,


change control procedures and roll back procedures for major systems?
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40. Do you have a lifecycle management process for assessing and replacing system / network equipment?


41. Do you continue to operate any End-of-Life Systems for


critical infrastructure? .............................................................................................................      Yes    No 


If Yes, please provide details of the End-of-Life systems and detail the controls in place to 


mitigate this exposure: 


Outsourced Service Provider (OSP) / Dependent Network Interruption 


Please complete AIG OSP Supplemental Questionnaire. 


42. What due diligence is undertaken before engaging with a new OSP from a data and network security


perspective?


43. Do you have a process for regular security audits on OSPs? ...............................................      Yes    No 


44. Where data is processed or stored by 3rd party providers, how do you assess and manage


the risks posed by shared infrastructure such as clouds or shared servers?


45. For all on-demand services, is data stored in a private cloud? .............................................      Yes    No 


If ‘No’, to what extent are public clouds used and how is access to data controlled? 
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46. If a data breach occurs, which party incurs the costs of notification and what is the OSP’s obligation in this


situation?


47. If an OSP system or cloud service is unavailable, what is the likely impact on you?


48. What contractual indemnities are in place in the event of a data breach or network unavailability


caused/suffered by the OSP or cloud provider?


49. How do your business continuity and / or disaster recovery plans address an OSP or cloud failure?


Incident Response and Claims History 


50. Do you keep an incident log of all system security breaches


and network failures? ............................................................................................................      Yes    No 


If ‘Yes’, please describe the escalation and review process for such incidents: 


51. Do you have an incident response plan which includes a team with


specified roles and responsibilities? ......................................................................................      Yes    No 


If ‘Yes’, has this been tested within the last 12 months? .......................................................      Yes    No 


52. During the last 5 years, have you suffered from any of the following?


i) The unauthorised disclosure or transmission of any confidential


information for which you are responsible ................................................................      Yes    No 


ii) Any complaints alleging the collection, receipt, retention, use,


dissemination, or sale of biometric data? .................................................................      Yes    No 


iii) Any intrusion of, unauthorised access to, or unauthorised
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use of your computer system ...................................................................................      Yes    No 


iv) Any accidental, negligent or unintentional act or failure to act by an


employee or an employee of any third-party service provider whilst


operating, maintaining or upgrading your computer system ....................................      Yes    No 


v) The suspension or degradation of your computer system .......................................      Yes    No 


vi) Your inability to access data due to such data being deleted,


damaged, corrupted, altered or lost..........................................................................      Yes    No 


vii) Receipt of an extortion demand or security threat ....................................................      Yes    No 


viii) Receipt of a claim in respect of any of the above .....................................................      Yes    No 


ix) Any formal or official action, investigation, inquiry or audit by a


regulator arising out of your use, control, collection, storing,


processing or suspected misuse of personal information ........................................      Yes    No 


If ‘Yes’ to any of the above, please provide full details: 
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LEGAL NOTICE AND SIGNATURE 
BEFORE YOU SIGN THIS QUESTIONNAIRE, READ THESE NOTICES CAREFULLY AND DISCUSS WITH 
YOUR BROKER IF YOU HAVE ANY QUESTIONS. 
 
IT IS DECLARED THAT TO THE BEST OF THE KNOWLEDGE AND BELIEF OF THE APPLICANT, AFTER 
ENQUIRY, THAT THE STATEMENTS AND RESPONSES SET OUT HEREIN ARE TRUE AND ACCURATE. 
THE APPLICANT UNDERSTANDS THAT IT IS UNDER A DUTY TO MAKE A FAIR PRESENTATION OF THE 
RISK TO THE INSURER, AND THAT ALL MATERIAL CIRCUMSTANCES THAT THE APPLICANT IS AWARE 
OF OR OUGHT TO BE AWARE OF HAVE BEEN DISCLOSED TO THE INSURER, OR FAILING THAT, 
SUFFICIENT INFORMATION TO PUT A PRUDENT INSURER ON NOTICE THAT FURTHER ENQUIRES ARE 
NEEDED. 
 
THE APPLICANT UNDERSTANDS THAT NON-DISCLOSURE OR MISREPRESENTATION OF A MATERIAL 
FACT OR MATTER MAY IMPACT THE TERMS OF THE POLICY OR IMPACT WHETHER THE POLICY 
RESPONDS IN WHOLE OR IN PART TO A CLAIM. 
 
THE APPLICANT UNDERTAKES TO INFORM THE INSURERS OF ANY MATERIAL ALTERATION TO THE 
INFORMATION PROVIDED HEREIN OR ANY NEW FACT OR MATTER THAT ARISES WHICH MAY BE 
RELEVANT TO THE CONSIDERATION OF THE PROPOSAL FOR INSURANCE 
 
 
 
Signed:  
(Duly authorised 
representative, by and on 
behalf of the Applicant) 


 


Date:   


Title:   


Organisation:   
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		undefined_3: BT435EJ

		undefined_4: Antrim

		undefined_5: www.midandeastantrim.gov.uk

		undefined_6: 2015

		undefined_7: 900

		Please provide an overview of your business activities: Local Goverment Authority

		Yes No: 

		fill_16: 

		Yes No_2: 

		fill_17: 

		Yes No_3: 

		fill_18: 

		If Yes please provide details: 

		11 Please provide Details of your revenues: GBP

		Last Completed Year ActualUK: 77,000,000

		Current Year EstimateUK: 77,000.000

		Next Year EstimateUK: 77,000,000

		Last Completed Year ActualEurope: 

		Current Year EstimateEurope: 

		Next Year EstimateEurope: 

		Last Completed Year ActualUSA  Canada: 
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		Last Completed Year ActualRest of World: 

		Current Year EstimateRest of World: 

		Next Year EstimateRest of World: 

		ProcessedBasic Personal Information Name address email etc: 30000

		StoredBasic Personal Information Name address email etc: 60000

		ProcessedSensitive Personal Information Government issued ID sexuality etc: 850
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		ProcessedPayment Card Information Debit and Credit Card information: 25000 
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		ProcessedFinancial Account Information Bank account information etc: 25000
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		ProcessedHealth Related Information Medical conditions prescriptions etc: 250
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		ProcessedHR Information Basic  Sensitive Personal Information of Employees: 850

		StoredHR Information Basic  Sensitive Personal Information of Employees: 2500

		Processed3rd Party Corporate Information Intellectual property trade secrets etc: 0

		Stored3rd Party Corporate Information Intellectual property trade secrets etc: 0

		ProcessedBiometric Information Retinal scan palm scan fingerprints etc: 0

		StoredBiometric Information Retinal scan palm scan fingerprints etc: 0

		single location  database: Legends Leisure Database - up to 20,000 customer profiles. 

		If No please explain how this function is monitored and controlled and who is responsible: 

		If Yes please provide details_2: We have a retention policy that sets out the minimum periods that all records should be retained. It complies with Public Records act NI 1923 ad the Disposal of Documents Order (SR&O 1925 No167)  

		If Yes please provide details_3: No procedure however department how to instructions listing to disable accounts, any required email rules etc. 

		If Yes please provide details_4: Council utilise DPIA processes and complete DPIA screening assessments which help officers to systematically and comprehensively analyse data processing and help identify and minimise data protection risks of a project. Officers are advised to do a DPIA screening before any type of data processing that is a high risk. 

		a: 

		mitigate this exposure: 

		entities: n/a we do not store any biometric data

		If No please provide details: 

		If No please provide details_2: 

		If No please provide details_3: 

		appropriate Data Protection Legislation: N/A

		If No please provide details_4: 

		If No please provide detailsYes No NA: 

		Yes No NA: 

		Yes No NA_2: 

		Yes No NA_3: 

		Yes No NA_4: 

		network or applications please include estimates of lost revenue 3rd party liability and customer churn: Minimum disruption

		would lead to a reduction in your profit: 4 weeks / even then minimum

		systems fault tolerant architecture excess bandwidth for multiple providers etc: Primary Data Centre has Diesel Generator to power any power outages running alongside a UPS. We have all servers replicated at two sites utilizing two separate Internet links. Our hardware proactively alerts of outages. External Contract in place to help assist with any outages. 

		including details of any operational and system failover measures: Implementation of councils business continuity plans. Fail over can be maintained at a separate site 30 miles away. Majority of systems also cloud based. Two separate internet links. Cloud backup also. Contracts are in place to also cover additional support to critical infrastructure. 

		payments: Making use of our business disaster recovery and emergency response plans to quickly deploy our fail-over systems, there would be no additional costs, ICT staff are contracted to include out of hours cover.  We have service agreements in place with our WAN provider that includes the ability to agree additional network service support as an already arranged charge. 

Front of house critical services have plans in place to mitigate against having no ICT facilities and leisure, waste, parks for example can all operate. 

We can quickly deploy mobile contact centers to mobile phones that we already use under our current mobile and telephone line agreements, there would be no costs. 

		change control procedures and roll back procedures for major systems: No


		40 Do you have a lifecycle management process for assessing and replacing system  network equipment: Yes. Firewalls are replaced with vendors recommendations potentially every 3 years. IT Server Hardware every 5 years. IT switches 5 to 7 years depending on locations or needs.  

		mitigate this exposure_2: 

		perspective: We dont use any outsourced service providers. 


		the risks posed by shared infrastructure such as clouds or shared servers: n/a

		If No to what extent are public clouds used and how is access to data controlled: We do not use any on-demand services.

		situation: We dont use any outsourced service providers. 


		47 If an OSP system or cloud service is unavailable what is the likely impact on you: We dont use any outsourced service providers.

		causedsuffered by the OSP or cloud provider: We dont use any outsourced service providers.

		49 How do your business continuity and  or disaster recovery plans address an OSP or cloud failure: Microsoft 365 services and storage is addressed using Microsofts BCM. 

		If Yes please describe the escalation and review process for such incidents: 

		If Yes to any of the above please provide full details: i) awaiting Marina Response regarding the customer data release. 

iii) we had two mailboxes compromised by an external threat that gained access and sent out several thousand emails. it was quickly contained and 2fa has resolved any further similar attacks. 

		Text1: Mervyn Glasgow

		Text2: Senior ICT Technical Officer

		Text3: mervyn.glasgow@midandeastantrim.gov.uk

		Text4: 

		Text5: 

		Text6: 

		Text7: 

		Text8: 

		Text9: 22.12.22

		Text10: Insurance and Risk Officer

		Text11: Mid and East Antrim Borough Council

		Text12: 
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Policy Number 0034601449


Name Insured MID AND EAST ANTRIM AGEWELL PARTNERSHIP


Renewal Date: 01/04/2023


Print Date: 06/10/2022


01/04/2022 - 31/03/2023 0 £0.00 £0.00 £0.00
01/04/2021 - 31/03/2022 0 £0.00 £0.00 £0.00
01/04/2020 - 31/03/2021 0 £0.00 £0.00 £0.00
01/04/2019 - 31/03/2020 0 £0.00 £0.00 £0.00
01/04/2018 - 31/03/2019 0 £0.00 £0.00 £0.00


Details of Claims over £1,000


Policy Year Amount Paid (£) Outstanding(£) Total(£)


Signed Dated 06/10/2022


Total(£)Policy Year Claims 
Outstanding(£)


Description of claim


Total No. Claims Amount Paid(£)





		Report
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Year Claim 
Number Claims Paid Claims 


Reserved
Claim 


Recovered Total Claims 
Status


2020 F09965434 A £0.00 £0.00 £0.00 £0.00 Closed


Print Date: 06/10/2022


22/07/2020


Claimant


Email Breach


Date 
Occurred 


 Claim Summary


Policy:   


Product:   


Insured:   


Producer:   


0034601449


Prof Ind Combined Corp  A/C's


MID AND EAST ANTRIM AGEWE


Abbey Bond Lovis Limited


Cause of Loss


Multimedia


Claims Description


Email Breach.


06/10/2022





		Report
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